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Agenda

 Introduction

 Bluetooth Low Energy Protocol Stack (2.5 hours)
— Stack Architecture / Overview
— Link Layer — Basics of BLE communication
— Generic Access Profile (GAP) — Roles, Device Discovery, Connections, Security
— Attribute Protocol (ATT) — Attribute Table, Reading and Writing Data
— Generic Attribute Profile (GATT) — Profiles, Services, Characteristics
« BLE Industry and Technology Update

« (CC2540 BLE Software (2.5 hours)
— CC2540 Hardware Overview
— CC2540 BLE Software Architecture and Structure
— SimpleBLEPeripheral Project — Framework for Custom Applications
— GAP Role Profiles and Bond Manager
— GATT Profiles and Services
— CC2540DK-MINI Kit Overview

« Hands-on Labs (3 hours)
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Goals for this Training

Gain a basic understanding of what Bluetooth low energy is, and how
BLE communications work at the link-layer

Understand Bluetooth low energy access control and data
communication at the top-layers of the protocol stack

Learn about the current state of BLE from an industry and technology
perspective

Become familiar with the architecture of CC2540 BLE software,
iIncluding the OSAL, HAL, BLE stack, profiles, application, and how all
of the pieces work together

Be able to get started with the CC2540DK-MINI kit and use BTool to
create a BLE connection

Be able to open up, build, and debug projects on the CC2540 using
IAR Embedded Workbench and the CC Debugger

Be able to modify the existing GAP role profiles
Be able to modify existing GATT attribute profiles, or create new ones
Understand the sample applications
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What is Bluetooth Low Energy?

« A wireless protocol standard overseen by the Bluetooth
Special Interest Group (BT-SIG), comprised of member
companies including Texas Instruments

* The primary new feature added to the Bluetooth standard
In version 4.0 of the Bluetooth core specification (adopted
iIn June 2010)

 Targeted towards wireless applications with low-power,
low-latency, and low-throughput requirements

* Primarily centered around the mobile phone and PC
ecosystem, but can be used for other applications as well

« Expected to be found in billions of devices over the next
five years

* Not backwards compatible with classic Bluetooth devices
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Bluetooth Low Energy Protocol Stack
Architecture / Configurations

Protocol stack consists of two main sections:
— Controller
— Host

Profiles and Application sit on top of the GAP
and GATT layers of the host

In a “single-device solution” (or “single-chip
solution”), the host, controller, profiles, and
application are all implemented together on the
same chip

In a “dual-device solution”, the BLE controller is
implemented on one device, while the host,
application, and profiles are implemented
separately

In a “network processor”, the host and
controller are implemented together, but the
application and profiles sit on another device
(such as a PC or external microcontroller)

CC2540 can support any of these
configurations

Application

GAP
Role Profile

GAP ATT Server
Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

Link Layer

Physical Layer

ontroller
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ce-linshaokai
文本框
Host

ce-linshaokai
文本框
Controller


Bluetooth Low Energy Protocol Stack:

Physical Layer

* RF Specifications
— Operates in 2.4 GHz ISM band
— GFSK modulation [2220000000 2k

— 40 channels with 2 MHz spacing

3 fixed advertisting channels for
broadcasting, which avoid 802.11
interferance [3oooooooos

« 37 adaptively frequency hopped
dynamic data channels |¥2oooooo

* Physical layer can be combined
with standard Bluetooth RF in a
dual-mode device |°ooopronoone

« 2 MHz spacing allows for better
adjacent channel rejection

GAP
Role Profile

GAP ATT Server

Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

GAP

GATT

ATT

L2CAP

HCI

Link Layer

Physical Layer
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ce-linshaokai
文本框
3个固定通道用作广播

ce-linshaokai
文本框
37个动态数据通道

ce-linshaokai
文本框
物理层可以与经典蓝牙联合
——兼容？

ce-linshaokai
文本框
不同通道的频率间隔为2MHz


BLE Link Layer

Channels

3 Advertising Channels and 37 Data Channels
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BLE Link Layer:
States and Network Topology

* There are six possible Link Layer states of

a BLE device;

Standby - device is not transmitting or
receiving any data, and is not connected to
any other device

Advertiser - periodically broadcasting
advertisements

Scanner - actively looking for advertisers
Initiator - actively trying to initiate a
connection with another device

Master - connected to another device as a
master

Slave - connected to another device as a
slave

 BLE is a star topology network:

Master device “manages” the connection,
and can be connected to multiple slaves

Slave device can only be connected to one
master

gbobobob

gboboooos3ooo
gboboooooo

Application

GAP
Role Profile

GAP ATT Server | Proximity Peripheral

Profile

Profile

Battery
Profile

Other Profiles

Host/Controller

GAP

GATT

ATT

L2CAP

Link Layer ’

Physical Layer
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星型拓扑网络结构
一主最多可连接3个从机
从机只能拥有一个主机


BLE Link Layer:
States Flow Chart

Standby

l

Standby

Advertiser

l

Scanner

|

Initiator

Slave

l

Master
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ce-linshaokai
矩形


BLE Link Layer:
Advertisement Events

« Adevice in the advertising state transmits advertising packets
— Advertising packets can contain a data payload |[2cooooooood
— Advertising packets can be directed towards a specific scanner device, or
undirected 00000000000000000

— Advertisements can be connectable or non-connectable (and therefore
just used for broadcast of data) ooooponnonnannnnononon

« During one “advertising event”, an advertisement packet is transmitted on
each of the three advertising channels (37, 38, and 39)

gbobooboooooboboboboooboog

Advertising Advertising Advertising
packet packet packet
Adv_idx = 37 Adv_idx = 38 Adv_idx = 39
Evtnt Evtnt
started closed
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ce-linshaokai
文本框
广播包可以包含广播数据

ce-linshaokai
文本框
广播包可以无指定或对指定的设备发送

ce-linshaokai
文本框
广播中可以声明该器件是可以连接还是不可连接的

ce-linshaokai
文本框
在一次广播事件中，广播包三个广播频道中同时发送


BLE Link Layer:
Advertisement Intervals

O0O0OOOOOO"dvertisinginterval'DO OO OOCOOCOOCOOOOCOOOODOODOOO

The advertising device has an “advertising interval”, which is the
minimum amount of time between two advertising events

Advertising Interval can be any amount of time between 20ms and

10_ 24S 000000000 20ms~10.24s

The Link Layer generates a pseudo-random amount of time between
Oms and 10ms (“advertising delay”) during each advertising event.
This delay is added to the advertising interval before the next
advertising event, in order to prevent “beating” from multiple devices

!

-

Advertising Advertising
Event Event
T _advEvent T_advEvent
acdvinterval -_: advinterval -_:
adng?a}f advDe.fa?

Advertising
Event

Advertising |ononoononooonoononono-lomsdOO000000000000000000000000000 |

State
entered

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS



ce-linshaokai
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ce-linshaokai
文本框
广播器件有一个叫做"advertising interval"的参数，这个参数决定两次广播事件的最大时间间隔

ce-linshaokai
文本框
广播时间间隔可以是20ms~10.24s

ce-linshaokai
文本框
在每次广播事件中，链路层会产生一个0~10ms的随机延迟，这个延迟时间被加到广播间隔中去，避免多器件的碰撞


BLE Link Layer:
Advertisement Types

« Advertising packets can contain a data payload,
and therefore broadcast data without a connection

* Four types of advertisements:
— Connectable undirected- any scanner device can initiate a

connection with this advertiser

gbobooboo

— Connectable directed- only one specific device can initiate a

connection with this advertiser

gobogo

— Non-connectable undirected- no devices can initiate a
connection with this advertiser; primarily used for general

broadcast of data 50000000

— Discoverable undirected- any scanner device can request
more information from the advertising device, but no devices

can initiate a connection with it
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ce-linshaokai
文本框
未指定、可连接

ce-linshaokai
文本框
指定、可连接

ce-linshaokai
文本框
未指定、不可连接

ce-linshaokai
文本框
未指定、不可见


BLE Link Layer:
Scanning

gbooobd
—bobobooooobogooo

d PaSSive Scanning 0000000000000 00 O hostD

— Scanner listens on advertising channels for advertising packets

— When an advertisement packet |s received, it passes the

gooo

Information up to the host

« Active Scanning

—boooooooobaobo

—0o0o000000000d0 "scan request'

—0 00000000 "scan reponse”t]

— Scanner listens on advertising channels for advertising packets
— When an advertisement packet is received, it responds with a

“scan request” packet

— Advertiser then responds back with a “scan response” packet (this
packet can contain additional data from advertiser)

Advertising
packet

SCAN_REQ

SCAN_RSP

Adv_idx = 38
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ce-linshaokai
文本框
被动扫描：
—扫描者监听广播频道的广播包
—当接收到一个广播包后，将其上传到host层

ce-linshaokai
文本框
主动扫描
—扫描者监听广播频道的广播包
—当收到广播包后，回应一个"scan request"包
—广播设备则响应一个"scan reponse"包


Active Scanning Packet Flow

LE Advertising Report

1.000004d

Scannerd O O
GAP_DEVICE_INFO_EVENTO O
2000000

.0000Rsp

Scanner Advertiser
ADV_IND
SCAN_REQ
o >
< SCAN_RSP

13 TEXAS
INSTRUMENTS
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1

ce-linshaokai
文本框
2

ce-linshaokai
文本框
3

ce-linshaokai
文本框
1.器件被发现。
Scanner会收到GAP_DEVICE_INFO_EVENT事件
2.发出扫描请求
3.收到扫描Rsp



Demonstration: Advertising and Scanning

Bluetooth low energy Timeline |_||E|f'5__<|

File Zoom Mavigate Help

QOO &« » «» AR (8@

Awverage Payload Throughput Throughput Cver Time O Adv {Advertising) [] Side 1
0 Bitz/Sec -_S wap [] Adv {Scanning) Side 2
1 Second Payload Throughput 4 (W idlv (Izﬁiztor) O r;laster
0 Bits/Sec () Packet Throughput E D;: {(S? r:;nwn} 0 siave
o a (Sta
Wit = peak = 0 o (&) Payload Thioughput [ Dsta (Cort) 1 CRC Error
@ () Both [ Dsta (Empty) O Unakie to Decrypt
@ 2 [ ata ctr) 1 vl IFS
: Y Eonﬂgu.red Devices Il Cste (Unknown) Sroctod
(=) &l Devices (] Unknown O select=
0:00:00.00 Time 00773 [ Show Running Average B4 Discontinuty
Selectedd Packet: MNone
2|3 {Device A) Advertisement- Ch. 39 4
& a
 Timerlanp: S1S2011 40000151842 PM
] (Device A) Advertisement- Ch. 38
0
 Timeslanp: SS2011 0000155592 PM #0003 5 B
H
1 (Device A) Advertisement- Ch. 37
o
T Timesbamp: SS2011 $T000.1559342 PM 00075 E
z [ =
1 —
L2 [ I I
_ Timeslanp: SS2001 « 0000163092 PR +0 01125
z
1
o .
 Timeslamp: S/SE011 40000165842 PM 0015 {DEVICE B} Scan ReqUESt
z
. (Device A) Scan Response
T Timeslanp: S1S2011 0000170592 PM #0.01575 b
For Help Press F1 Packets:

13 TEXAS
INSTRUMENTS




BLE Link Layer:
Connection Initiation

« After a scanner device has scanned a connectable
advertisement message, it can become an “initiator”
by sending a “connection request” packet to the
advertiser T 0000000000000000000

O0O0O0O0O0O0D0O0OD0 O "connection request'D O O
ooooooooo@oo)yooo

« Connection request contains a set of link layer
parameters for the slave device, which dictate the
channels and timing requirements for the connection

ConnectionRequest] 0 0 0 00000000 ODOOOOOOOOOOOOOOOOOOOOO

gboboooooooboobooboboooooooboobobobobooboooobobobobooooo

« If the advertiser accepts the connection, both devices
enter a connected state, with the initiator becoming
the “master” and the advertiser becoming the “slave”

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS



ce-linshaokai
文本框
在扫描设备 扫描到一个可连接的广播消息后，
扫描设备可以通过发送"connection request"数据包给广播设备，而成为(连接的)发起者

ce-linshaokai
文本框
Connection Request包含从机设备一系列的链路层参数，这些参数声明连接时的通道及时序要求。

ce-linshaokai
文本框
如果广播设备接受了连接，那么这两个器件就进入了连接状态。而发起者就成为了主机，广播设备则成为了从机


Connection Request Packet Flow

Initiator Advertiser
> ADV _IND
CONNECT_REQ >
N LE Connection Complete LE Connection Complete

Data Channel PDU >
Data Channel PDU

-
Data Channel PDU >

< Data Channel PDU
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BLE Link Layer:
Connection Parameters

Channel Map- indicates which data channels are used
during the connection

Hop Increment- random value between 5 and 16 for
channel selection algorithm

Connection Interval- multiple of 1.25ms in range of 7.5ms
and 4.0s

Supervision Timeout- multiple of 10ms in the range of
100ms and 32.0s. Must be larger than: [7¢

(1 + slaveLatency) * (Conninterval)

Slave Latency- any value between 0 and 499, though it
CannOt exceed |[ooooooooooooooo|

((supervisionTimeout / conninterval) — 1)
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ce-linshaokai
矩形

ce-linshaokai
文本框
数据通道

ce-linshaokai
文本框
连接间隔

ce-linshaokai
文本框
监督超时

ce-linshaokai
文本框
外设空闲时可跳过连接事件的次数


BLE Link Layer:
Connection Events

 All communications between two connected devices occur in “connection

events” 0000000000000 00000000

« Connection events occurs periodically, with the connection interval parameter
specifying the period D00000000000000000000000

« Each event occurs on one data channel (channels 0-36), with the hop[coooooooooo
increment parameter determining the next channel for the nextevent L—————

* During each connection event, the master transmits first, and the slave
reSpondS 150us later 000000000000000000000015us000000

< Master and slave can continue transmitting back and forth as many times as
they want during a single connection event [coooooooooooooo00000000000

« Connection events occur even when one (or both) sides have no data to send
(the exception to this is when slave latency is enabled; more information on
next slide). This allows both devices to acknowledge that the other is still there
and keeps the connection active.

gbobobooboooooobobobooboobooboooboobobobooobooooon

Connection interval Connection interval

» d
Ll |

v

<

Connection event Connection event Connection event

time
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ce-linshaokai
矩形

ce-linshaokai
文本框
两个已连接的设备的所有通信发生在连接事件中

ce-linshaokai
文本框
连接事件周期性地发生，这个周期由连接间隔参数指定

ce-linshaokai
文本框
每个事件都发生在数据频道中，并且伴随着下一次事件使用的频道的跳频参数

ce-linshaokai
文本框
在每个连接事件中，主机先发起通信，而从机则在150us的延迟后响应

ce-linshaokai
文本框
主机和从机可以在一次连接事件中反复地进行多次数据传输

ce-linshaokai
文本框
即便没有数据要传输，连接事件依然要执行，这两个器件可以确认另一方还处于连接状态


Connection Interval
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Demonstration: Connection

Bluetooth low energy Timeline

File Zoom Mavigate Help
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BLE Link Layer:
Slave Latency

Slave latency allows for a slave device to skip connection events if it
does not have any datatosend [tooooooonnnononononooononon |

The slave latency connection parameter specifies the maximum
number of connection events that the slave can skip|feenyoonooono

If slave doesn’t respond to master’s packet during a connection event,
master will resend the packet in subseqguent connection events until
the Slave responds goobOobOobooO0obOOoOOobOOobOOobOO0bOOobOOob0OU0UbOOoOOobODObDUObOobUoboo@oo)

The typical amount of time between two connection events (assuming
that the slave skips the maximum number events) is often referred to
as the “effective connection interval” [ccoocoocooooooooooooo:

Example: if connection interval is 100ms and slave latency is set to 4,
then the effective connection interval would be 500ms, since slave
typically skips four connection events at 100ms intervals

The slave latency can be any value between 0 and 499, though the
effective connection interval must be less than 32.0s

gbobobobobobogo-4u0uooouobobobobonbnasss
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ce-linshaokai
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ce-linshaokai
文本框
允许从机设备在没有数据要发送时，可跳过一定次数的连接事件

ce-linshaokai
文本框
Slave latency 这个参数决定了从机可跳过连接事件的最大次数

ce-linshaokai
文本框
如果在连接事件中，从机没有回应主机的数据包，则主机会一直重发这个数据包直到从机响应(或超时)

ce-linshaokai
文本框
从机跳过连接事件的次数为0~499可变，但实际上有效连接间隔必须小于32s

ce-linshaokai
文本框
两次连接事件的时间间隔又称为"有效的连接间隔"


BLE Link Layer:
Slave Latency

Event
Data to

Slave Latency = OFF Send
M s

No slave latency — slave responds with empty packets every connation interval.

S

Event
Data to

Slave Latency = ON Send

Slave latency on. Slave can skip n connection events. Only wake up if slave has data to send.
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Demonstration: Slave Latency

Bluetooth low energy Timeline

File Zoom Mavigate Help
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BLE Link Layer:

Connection Parameters Tradeoffs
* Short connection interval: ihERGLE
— Higher power consumption for both devices “oooooo ¢
— Higher throughput in both directions Doooooo
— Shorter wait for data to be sent in either direction Tnonooo
. Long connection interval: —
— Lower power consumption for both devices 0/000000
— Lower throughput in both directions Tn0ooonnooo
— Longer wait for data to be sent in either direction ;E é E é E nooo

 Low/ Zero slave latency:
— Higher power consumption for peripheral
— Peripheral receives data sent from central device sooner
* High slave latency:
— Lower power consumption for peripheral during periods when it has no data to send
to central device
— Peripheral may not immediately receive data being sent from central device

TI confidential information - Strictly Private
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ce-linshaokai
文本框
短的连接间隔：
—造成彼此更高的器件功耗
—更高的吞吐量
—数据发送短延迟
长的连接间隔：
—节约彼此的器件功耗
—较低的吞吐量
—发送数据延迟长

ce-linshaokai
文本框
低/零外设跳连：
—更多的外设功耗
—外设接收数据实时性好
高外设跳连：
—节约外设器件的功耗
—外设接收数据的实时性差


BLE Link Layer:
Connection Update Request

 If the slave does not like the connection parameters
(interval, slave latency, or supervision timeout), it can send
a connection update request to the master

goobobobooooooobooboboboooobooobo

« Connection update request allows slave device to request
a desired connection interval range (minimum and
maximum), as well as desired slave latency and
supervision timeout  peosreoTr e TTr oo T TS T T T s

« Slave device can send a connection update request at any
time, allowing for slave applications to dynamically adjust
the connection parameters based on application

ID[ID[ID[ID[II]DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD I
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ce-linshaokai
矩形

ce-linshaokai
文本框
如果从机不想使用当前的连接参数，可以向主机发送连接更新请求

ce-linshaokai
文本框
连接更新请求允许从机请求合适的连接间隔范围、合适的跳连次数及监督超时

ce-linshaokai
文本框
从机设备可以在任何时候发送连接更新请求，这使得从机设备的应用程序可以动态地调整连接参数


BLE Link Layer:
Connection Termination

oo0oo0oooooooooooooooooooon O0000000O0o0b00o0ooo0oo0oobooooooa

* A connection can be voluntarily terminated by either the
master or the slave for any reason

— One side Initiates termination, and the other side must respond
accordingly before both devices exit the connected state

 Connection can also be terminated as a result of a
supervision timeout [FEEEcoooooooee

— The supervision timeout parameter specifies the maximum amount
of time that either the master or slave can go before receiving a
|ink_|ayerpacket 000000000000000000000000000

— Supervision timeout value must be greater than the effective
connection interval and less than 32.0 seconds [ccooooooooooooooooos ]

— Both slave and master device maintain their own “Supervision
timer”, which resets to zero every time a packet is received

— If supervision timer ever reaches the supervision timeout, the
device considers the connection lost, and exits the connection
state (returning to the advertising, scanning, or standby state)

goooboboooooooooooobobooboobogoooboboboooooobDoDob0bob bbb bbb boo 9
gooboobobooooooon
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ce-linshaokai
文本框
不论是主机还是从机，都可以无条件地终止当前的连接

ce-linshaokai
文本框
一方请求终止，而另一方则必须在断开连接状态之前响应

ce-linshaokai
文本框
连接亦可以由于监督超时而终止

ce-linshaokai
文本框
监督超时参数指定两个器件接收链路层数据包的最大时间间隔

ce-linshaokai
文本框
监督超时必须大于有效的连接间隔，且小于32秒

ce-linshaokai
文本框
主机和从机保存各自的监督计时器，每次收到数据包，则清零监督计时，一旦监督计时器的数值达到监督超时的数值，就认为连接已经丢失并退出连接状态
（回到广播、扫描或者待机状态）


BLE Link Layer:
Direct Test Mode

* Allows a tester to directly control the device under
test (DUT) In either Rx or Tx mode on any
channel with any amount of data

« Used by Bluetooth low energy testers such as the
Anritsu MT8852B for RF performance testing

* Tl working directly with Anritsu to provide a simple
means for test during manufacturing

TI confidential information - Strictly Private
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Bluetooth Low Energy Protocol Stack:
Host/Controller Interface (HCI) Overview

Reused from standard Bluetooth specification,
with new additional commands for low energy-
specific functions

Thin layer; doesn’t perform any processing

In a dual-chip solution (with separate host and
controller) allows for host to communicate with
controller over a standard interface (UART,
USB, SDIO, etc.)

Used internally by the CC2540 BLE protocol
stack for communication between higher and
lower layers

Also allows for custom “vendor-specific
commands”. In the CC2540, vendor-specific
commands can be used by an external source
to directly interface with the entire stack or
application. This is called a “Network
Processor”

Application

GAP
Role Profile

GAP ATT Server

Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

GAP

GATT

ATT

Link Layer

Physical Layer
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Bluetooth Low Energy Protocol Stack:
Host Overview

* The host uses the HCI API

to communicate with the
lower layers

* The different layers of the
host stack manage control
messages, event
messages, and l
transmission of data -

TI confidential information - Strictly Private
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Bluetooth Low Energy Protocol Stack:
Host Message and Data Flow Chart

Application/
Profile

Events

Characteristic Setup

Control/

/| Events

Events

Attrib Setup

Events

Fixed

Channel / /
Msgs /
9 / Fixed Channel

State Change\ ~ /
N

/ Responses
~ /
- /
'S

Events Fixed Chan
Responses -

- e
’///,/ ‘
, ~ Outgoing
d
Control _~~ Fixed ‘ | Data
" Channel \
Msgs ‘ ‘
Incoming ‘
Data ‘
Commands Events S |
[N .
Events . Commands
\\\
HCI API

.,

L
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Bluetooth Low Energy Protocol Stack:
Logical Link Control and Adaptation Protocol (L2CAP)

Permits upper level protocols
and applications to transmit
and receive upper layer data
packets up to 23 bytes in length

GAP
Role Profile

GAP ATT Server

Profile

Proximity Peripheral
Profile

Battery
Profile

Other Profiles

oooo+000000/0000200000000

Provides channel management,
allowing for logical channels
between two endpoints,
supported by the link layer

Connection Parameter Updates

Host/Controller

GAP

GATT

SMP

ATT

‘ L2CAP |

HCI

Link Layer

Physical Layer
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ce-linshaokai
矩形

ce-linshaokai
文本框
允许协议+应用程序 传输/接收最大23个字节的数据包


Bluetooth Low Energy Protocol Stack:

Security Manager Protocol (SMP)

Performs authentication and key
management

Uses AES-128 as the encryption
algorithm for security procedures

Defines protocol to setup secure link

Works with GAP to manage
relationships between devices:

— Pairing — encryption between two
devices once a connection has been
established between them

— Authentication — verification that a
peer device can be trusted, providing
protection against “Man-in-the-Middle”
attacks

— Bonding — long-term relationship
between devices; security and identity
information is saved for re-use next
time the devices are connected

o0—0oogooon
god—0ogogad
o0—0oogooon
goooooogo
relationship

Application

GAP
Role Profile

GAP ATT Server | Proximity Peripheral Battery
Profile Profile Profile

Other Profiles

Host/Controller

GAP

GATT

ATT

L2CAP

Link Layer

Physical Layer
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ce-linshaokai
文本框
配对——设备间加密？
授权——设备信任
绑定——保存安全及身份信息，用于长期的relationship


Bluetooth Low Energy Protocol Stack:

Generic Access Profile (GAP) Overview

« Defines generic procedures for
connection-related services:
— Device Discovery

— Link Establishment

— Link Management

— Link Termination

— Initiation of security features

« Many GAP functions
correspond directly to the
functions of the Link Layer in
the controller

TI confidential information - Strictly Private
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ce-linshaokai
矩形


BLE Generic Access Profile (GAP):
Profile Roles

« The GAP layer works in one of four profile roles:

Broadcaster — an advertiser that is non-connectable
Observer — scans for advertisements, but cannot initiate connections.

Peripheral — an advertiser that is connectable and can operate as a slave in a single
link layer connection.

Central — scans for advertisements and initiates connections; operates as a master
in a single or multiple link layer connections.

Temperature Sensor (Broadcaster) > Temperature Display (Observer)

19 ﬁ‘

Flgure 7 — Temperaflre Sensor Flgure 2 - Temperaiue Display
(Broadcaster) (Obsarver)

Watch (Peripheral) < - Mobile Phone (Central)

Flgure 3 - Waich Figure 4 — Mobike Fhone
(Perppheral) fCentral)
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BLE Generic Access Profile (GAP):
Profile Multi-Roles

« The BLE specification allows for a few different possible
multiple-role configurations:

— Peripheral and Broadcaster — device operates as a slave in a single
link layer connection, but meanwhile also can send out non-
connectable advertisements (supported in Beta stack)

— Peripheral and Observer — device operates as a slave in a single
link layer connection, but meanwhile also can scan for
advertisements without initiating a connection (not supported in
Beta stack)

— Central and Broadcaster — device scans for advertisements and
Initiates connections as a master, but also can broadcast non-
connectable advertisements (not supported in Beta stack)

TI confidential information - Strictly Private
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BLE Generic Access Profile (GAP):
Discoverable Modes

GAP supports three different discoverable modes:
— Non-discoverable Mode — No advertisements 122°

— Limited Discoverable Mode — Device advertises for a limited
amount of time before returning to the standby state l=2—°°

— General Discoverable Mode — Devices advertises continuously [22oo0

e GAP uses the HCI to communicate with the controller to
turn advertising on and off in the link layer [ewcorecsoooooosses

* Peripheral role devices may send out either connectable or
non-connectable advertisements while in a discoverable
mOde R EEEEEEEEEEEEEEE

« Broadcaster role device may only send out non-
connectable advertisements while in a discoverable mode

BroadcasterC D D O OO OOOOOO
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ce-linshaokai
文本框
无广播

ce-linshaokai
文本框
限时的广播

ce-linshaokai
文本框
不断的广播

ce-linshaokai
文本框
GAP通过HCI与链路层广播开关控件通信

ce-linshaokai
文本框
Peripheral器件可以发送可连接/不可连接的广播

ce-linshaokai
文本框
Broadcaster器件只发送不可连接的广播


BLE Generic Access Profile (GAP):
Advertisement and Scan Response Data

 GAP manages the data that is sent out in advertisement

and scan response paCketS GAPOODOODOODOOODOODODOO

 The BLE spec defines several types of advertisement data
("AD” types):

Device Services (e.g. “| am a remote control”)
Service Solicitation (e.g. “l want a remote control to talk to me”)
Device Name

“Flags” - describes the discoverable mode and whether device
supports standard Bluetooth or just Low Energy

Tx Power Level

Slave preferred connection interval range
Security support

Manufacturer-specific data

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS



ce-linshaokai
文本框
GAP管理广播数据以及扫描的响应包


BLE Generic Access Profile (GAP):

Pairing

« Pairing can be initiated by either the central or peripheral
deV|Ce 0000000oO0oOoOoooo

« During pairing, the two devices generate and exchange
short-term keys (STK) which can be used to decrypt data
paCketS gOooO0o0O0o0O0O0O00o00oboo0oo00o0oo0oo0ooooooooboon

 In addition, either device can request to enable “bonding”

to create a long-term relationship between the two devices

— Along-term key (LTK) is generated, exchanged, and stored
allowing device to re-encrypt the link quickly upon re-connection,
without going through the complete pairing process once again

— Profile / Service configuration data Is remembered, so that the user
does not need to re-configure the device every time they re-

Connect gbobooooboobobobooooboobobobobobooboboooobOobo

* During the pairing process, each device states whether it
wants authentication to the other device
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ce-linshaokai
文本框
配对可以由中央设备或外设发起

ce-linshaokai
文本框
配对过程中，两个设备产生并交换一个短期的密匙，用于数据包的解密

ce-linshaokai
文本框
器件可以通过请求绑定来产生一个长期使用的密匙，这样在下次连接时就可以跳过配对过程


BLE Generic Access Profile (GAP):
Pairing (continued)

» Each device also states it’s input/output capabilities from among these options:
— DisplayOnly — no way user can input anything into device, but it can output data
— DisplayYesNo — user can input “yes” or “no” but nothing else; can also display data
— KeyboardOnly — user can input a password or PIN, but no display
— NolnputNoOutput — device has no means for user input, and has no display
— KeyboardDisplay — device has a means for display as well as for input

« Based on the combination of the capabilities of the two devices, one of two
methods of pairing will be used:

— Passkey entry — one device will display a randomly generator passkey, while the
other will require the user to input the passkey. This allows for an authenticated link
(MITM protection)

— “Just Works” — the pairing process completes without requiring a passkey to be
entered. The link will not be authenticated, but is encrypted

- If either one of the two devices does not require authentication, then Just
Works will be used by default, allowing the user to skip passkey entry

TI confidential information - Strictly Private
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Bluetooth Low Energy Protocol Stack:
Attribute Protocol (ATT) Overview

 An attribute Is a discrete value that
has associated with it the following

three properties: -
1. A handle (address) et | P sl e

Other Profiles

2. Atype
3. A set of permissions

« ATT defines the over-the-air protocol

for reading, writing, and discovering s | -
attributes

Host/Controller

GAP

» Allows for different permissions to be -
assigned to attributes, including
whether they are readable or -
writeable, and whether additional
security is required for access e
TI confidential information - Strictly Private
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Attribute Protocol (ATT):
Client / Server Architecture

« Servers have data, Clients want to use this data
* Servers expose data using attributes

« The Client / Server role of a device is independent of the GAP central /
peripheral role or the link layer master / slave role

» ltis possible for a device to act as both a client and server simultaneously,
though the attributes on one device have no effect on the attributes on the
other device

Client

Requests

Responses

{/
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BLE Attribute Protocol (ATT):
Attribute Table Example

ub—>ooooog
god

ufd—-
ugb——-—2aoa

« Handle — The address of the attribute in the table

« Type — Tells what the data represents; can be a UUID (universal
unique identifier) assigned by the Bluetooth SIG, or a custom type

 Permissions — Enforces if and how the attribute client can access the
attribute’s value

Handle Type Permissions Value
39 0x2800 (GATT Service UUID) Read EO:FF (2 bytes)
40 0x2803 (GATT Characteristic UUID) Read 10:29:00:E1:FF (5 bytes)
41 OXFFEL (Simple Keys state) (none) 00 (1 byte)
42 0x2902 ((:%':;igug'i[i)nr: Sz?éa)lcteristic ReV?/criitaend 00:00 (2 bytes)

TI confidential information - Strictly Private
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ce-linshaokai
文本框
句柄——属性在列表中的位置
类型——
权限——读写等


Bluetooth Low Energy Protocol Stack:
Generic Attribute Profile (GATT) Overview

« Designed for use by the application or
a profile, so that an attribute clientcan |
communicate with attribute server e

GAP ATT Server

Profile

Proximity Peripheral Battery
Profile Profile

Other Profiles

Host/Controller

« GATT defines:

— Procedures for using the attribute
protocol (ATT) to discover, read, write,
and obtain indications of these
attributes

— The grouping and relationship of

GAP

GATT

ATT

L2CAP

characteristics within a service or
profile

— Procedures for configuring the

Link Layer

broadcast of attributes

Physical Layer

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS




Generic Attribute Profile (GATT):

Client / Server Architecture

« GATT specifies the structure in which profile data is
exchanged

« Same client server architecture as Attribute Protocol,
except that data is encapsulated in “Services” and data
Is exposed in “Characteristic”

Client Server
R t Service
equests
4 > Service
Responses

Service

13 TEXAS
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BLE Generic Attribute Profile (GATT):

P f I H h PROFILED 10 O O O servicesd O O

rO I e IerarC y O0serviceDOOOOOOOOOOODOODO
0000000 0ODeclarationd DO O0O0OOCOO0OOO

0 O 0O O O configuration O description0 OO0 OO OO

* A profile is composed of one or more

“services” necessary to fulfill a use-case e
. . . . Service Semvice
« A service may contain certain attributes i T — ,r e
called “characteristic values”, which are | : ’ ;
values used by a service (example: in a | 0 , ;
temperature sensor, the attribute ' :
containing the temperature itself is the Charadteristc P —
characteristic value) I o I e
* A characteristic Value_ m_USt have a = N : Sp— :
mandatory “characteristic declaration” | | :
attribute immediately before the value, [ Bescipor ] [ Beserpior
containing the properties of the : :
CharaCterIStIC C:ha’acteris;c Characte t|"
« Characteristics may also contain optional [ Fropetties | [ Properies
“descriptor” attributes, with fields such as = L=
a configuration or a description [ Descrwor | [
lr E!-Escnr ptor } i De Cﬂ’i
TI confidential information - Strictly Private
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ce-linshaokai
文本框
PROFILE由1个或多个services组成，
一个service可以包含多个属性（特征值）。
特征值必须强制拥有Declaration属性，且位于特征值之前。
其他的类似configuration或的description都是可选的属性


BLE Generic Attribute Profile (GATT):
Service Example

«  Start of service at handle 39 is indicated by type 0x2800, which is defined by the Bluetooth SIG
Assigned Numbers Document as the UUID for a GATT Service

* The value of the attribute at handle 39 is OXFFEO, which is a used for the Simple Keys custom profile
(this is just an example; the value of OXFFEO might already be used by the Bluetooth SIG)

* The service includes all subsequent attributes up until right before the next service in the table (or until
the end of the table if there are no more services). In this example, the last attribute in the Simple
Keys service is at handle 42, since a new service starts at handle 43

Handle Type Permissions Value

EO:FF (2 bytes)
(OXFFEO = Simple Keys Service custom UUID)

0x2800 (GATT Primary Service UUID)

10:29:00:E1:FF (5 bytes)

0x2803 (GATT Characteristic (OXFFEL = Simple Keys Value custom UUID)
Declaration UUID) (0x0029 = handle 41)

(0x10 = characteristic properties: notify only)

00 (1 byte)

OXFFEL (Simple Keys state) (value indicates state of keys)

00:00 (2 bytes)
(value indicates whether notifications or
indications are enabled)

0x2902 (GATT Client Characteristic
Configuration UUID)

A1:DD (2 bytes)

43 0x2800 (GATT Primary Service UUID) Read (OXDDAL = Other Service custom UUID)

TI confidential information - Strictly Private
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ce-linshaokai
矩形


BLE Generic Attribute Profile (GATT):
Characterlstlc Declaration

Handle 40 is a characterisitic declaration, as indicated by type 0x2803 (defined by the
Bluetooth SIG Assigned Numbers Document as the UUID for a GATT Characteristic
Declaration)

» The characteristic declaration attribute value is 5 bytes long:
— First two bytes (OXFFEL) — indicates the type of the characteristic value attribute
— Next two bytes (0x0029) — indicates the handle of the characteristic value attribute
— Next byte (0x10) — indicates the permissions of the characterisitic value attribute

Handle Type Permissions Value

EO:FF (2 bytes)

10:29:00:E1:FF (5 bytes)

0x2803 (GATT Characteristic (OXFFEL1 = Simple Keys Value custom UUID)
Declaration UUID) (0x0029 = handle 41)

(0x10 = characteristic properties: notify only)

00 (1 byte)

OXFFEL (Simple Keys state) (none) (value indicates state of keys)

00:00 (2 bytes)
(value indicates whether notifications or
indications are enabled)

0x2902 (GATT Client Characteristic Read and
Configuration UUID) Write

43 0x2800 (GATT Primary Service UUID) Read

(OxDDAl Other Service custom UUID)

TI confidential information - Strictly Private
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BLE Generic Attribute Profile (GATT):
Characterlstlc Configuration

In addition to the characteristic declaration and the characteristic value itself, a characteristic optionally
may have descriptors, which contain more information or configuration data related to the
characteristic value

* Inthis example, handle 42 contains a GATT Client Characteristic Configuration, as indicated by type
0x2902 (defined by the Bluetooth SIG Assigned Numbers Document as the UUID for a GATT Client
Characteristic Configuration)

* The configuration value has write permissions, meaning that the GATT Client can change the value

* By changing the value from 0x0000 (notifications off) to 0x0001 (notifications on), the GATT server will
begin sending notifications of the characteristic value to the GATT client, as determined by the profile

Handle Type Permissions Value

EO:FF (2 bytes)

10:29:00:E1:FF (5 bytes)

0x2803 (GATT Characteristic (OXFFEL1 = Simple Keys Value custom UUID)
Declaration UUID) (0x0029 = handle 41)

(0x10 = characteristic properties: notify only)

00 (1 byte)

OXFFE1 (Simple Keys state)

00:00 (2 bytes)
(value indicates whether notifications or
indications are enabled)

0x2902 (GATT Client Characteristic Read and
Configuration UUID) Write

43 0x2800 (GATT Primary Service UUID) Read (OxDDAl Other Service custom UUID)

TI confidential information - Strictly Private
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BLE Generic Attribute Profile (GATT):
Characterlstlcs Additional Information

Other optional characteristic descriptors include fields for a characteristic value
description, configuration for broadcast of the characteristic value in advertisements, and
information on the units and format of the characteristic value

« The characteristic includes the declaration and all subsequent attributes up until right
before the next characteristic declaration or service in the table (or until the end of the
table if there are no more services).

» In this example, the characteristic consists of handles 40 through 42, since the
declaration is at handle 40 and a new service starts at handle 43

Handle Type Permissions Value

EO FF (2 bytes)

39 0x2800 (GATT Primary Service UUID) Read

10:29:00:E1:FF (5 bytes)

0x2803 (GATT Characteristic (OXFFEL1 = Simple Keys Value custom UUID)
Declaration UUID) (0x0029 = handle 41)

(0x10 = characteristic properties: notify only)

00 (1 byte)
(value indicates state of keys)

00:00 (2 bytes)
(value |nd|cates whether notifications or

OXFFE1 (Simple Keys state) (none)

0x2902 (GATT Client Characteristic Read and
Configuration UUID) Write

A1:DD (2 bytes)

43 0x2800 (GATT Primary Service UUID) Read (OXDDAL1 = Other Service custom UUID)

TI confidential information - Strictly Private
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BLE Generic Attribute Profile (GATT):
Client Commands

- When two BLE devices are in the connected state, the GATT client
device can perform several different sub-procedures to communicate
with the GATT server device:

— Discover Characteristic by UUID — search the GATT server for all attributes
with type that matches the specified UUID

— Read Characteristic Value — read the value of the characteristic at the
specified handle

— Wirite Characteristic Value — write a new value to the characteristic at the
specified handle

« A GATT server device, when configured to do so, can send out
messages to the GATT client device without being prompted:

— Notification — The value a characteristic is sent from the server to the client
without receiving a read request, and does not need to be acknowledged

— Indication — The value a characteristic is sent from the server to the client
without receiving a read request, but must be acknowledged before any
further data can be sent

TI confidential information - Strictly Private
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Demonstration: ATT / GATT

Bluetooth low energy Timeline
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Agenda

* |Introduction

 Bluetooth Low Energy Protocol Stack (2.5 hours)
— Stack Architecture / Overview
— Link Layer — Basics of BLE communication
— Generic Access Profile (GAP) — Roles, Device Discovery, Connections, Security
— Attribute Protocol (ATT) — Attribute Table, Reading and Writing Data
— Generic Attribute Profile (GATT) — Profiles, Services, Characteristics
« BLE Industry and Technology Update

« (CC2540 BLE Software (2.5 hours)
— CC2540 Hardware Overview
— CC2540 BLE Software Architecture and Structure
— SimpleBLEPeripheral Project — Framework for Custom Applications
— GAP Role Profiles and Bond Manager
— GATT Profiles and Services
— CC2540DK-MINI Kit Overview

« Hands-on Labs (3 hours)
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Agenda

* |Introduction

 Bluetooth Low Energy Protocol Stack (2.5 hours)
— Stack Architecture / Overview
— Link Layer — Basics of BLE communication
— Generic Access Profile (GAP) — Roles, Device Discovery, Connections, Security
— Attribute Protocol (ATT) — Attribute Table, Reading and Writing Data
— Generic Attribute Profile (GATT) — Profiles, Services, Characteristics

« BLE Industry and Technology Update

« (CC2540 BLE Software (2.5 hours)
— CC2540 Hardware Overview
— CC2540 BLE Software Architecture and Structure
— SimpleBLEPeripheral Project — Framework for Custom Applications
— GAP Role Profiles and Bond Manager
— GATT Profiles and Services
— CC2540DK-MINI Kit Overview

« Hands-on Labs (3 hours)
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TI CC2540 Solution
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CC2540 System-on-a-chip (SoC)
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30 R_BIAS
29 AVDD4
28 AVDDA
27 AVDDZ2
26 RF_N

25 RF_P

24 AVDD3
23 X0SC_Q2
22 xosc_al
21 AVDDS

8051 MCU - 128/256 kB in-system
programmable Flash = 8 kB SRAM

Programmable Radio Supports
— Bluetooth Low Energy (1Mbps GFSK)

Digital peripherals

21 GPIOs

2 USART (UART or SPI)

Full Speed USB 2.0

2x 16 bit, 2x 8-bit timers

Dedicated Link Layer timer for Bluetooth LE protocol timing
AES-128 encryption/decryption in HW

Advanced analog peripherals
—  8-channel 8-12 bit delta-sigma ADC
— Ultra-low-power analog comparator
— Integrated high-performance op-amp

All in a 40-pin 6x6x0.85mm QFN package

Pin compatible with CC2530/33 and CC2541
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CC2540 U

ser’s Guide
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TI CC2540DK-MINI Hardware Kit

Debugger

» Works with keyfob and USB dongle
« Supports IAR and TI flash programmer

CC2540 Keyfob

« Powered by CR2032 coin cell battery
« LED, buttons, buzzer, accelerometer
» Usually acts as peripheral, application is on chip.

USB Dongle

» Use Btool.exe to or custom app to send HCI
commands.

« Usually acts as master (cell phone)
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Tl CC254ODK I\/IINI Software

« Royalty free
 Full qualification
« Example Projects

Btool Application

 Drives USB dongle with HCI commands
* Scan for devices, connect, authentication
* Log messages

SmartRF Flash Programmer

« Can flash CC2540
« Change address on device

IAR Compiler and IDE

| - Robust 8051 compiler with CC2540 support.
i © 30 day free evaluation
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TI CC2540DK-MINI Support
Tl RF Sniffer

e |- Free
== | - Works with Mini Kit USB Dongle

== Example Applications

« SimplePeripheral — keypress, strings

« KeyFobDemo — Accelerometer, buzzer, beeper, proximity,
battery level.

= « Other SIG profile applications under development

R Power Calc Applications Note
| k| °+ Excel sheet to help calculate battery life expectancy

i3 TExAs
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CC2540DK-MINI Kit — KeyFob Hardware

 Powered by CR2032 coin cell

* Peripheral

« Peripheral/Broadcaster

 Reference Design Tl Library

« DC/DC converter available Host/Controller
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CC2540DK-MINI Kit — USB Dongle
N PC

PC Application
Btool.exe

ﬂk
» GAP Central Device Virtual Com Port

* Network processor |
USB Dongle

Tl Library

Host/Controller
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CC2540DK-MINI Kit — Network Example
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IAR Embedded Workbench IDE:
Overview

« All software development on the CC2540 is done using
IAR Embedded Workbench for 8051 Integrated
Development Environment (IDE)

* |AR Embedded Workbench for 8051 includes:
— C Compiler
— Assembler
— Library Builder
— Support for Hardware Debugger

. @lAR IAR Website: www.iar.com
SYSTEMS
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CC2540 SDK:
General Notes

* An intermediate level of knowledge of the C programming
language is required in order to modify or develop
software for the CC2540

e The CC2540 software runs on an embedded 8051
microcontroller (MCU) with limited resources

— Algorithms and application should be coded efficiently
— C standard library should not be used

« Many of the modules in the CC2540 BLE software use the
concepts of encapsulation and information hiding:

— GetParameter and SetParameter functions to access data within
the module

— Callbacks — function pointers that must be registered with the
module
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CC2540 Embedded Software:

Source Code and Project Notes

Capital letters at the beginning of a function or variable indicate that it is
public or global; lowercase letters indicate private or local

Defined variable types:
— uint8 — 8-bit unsigned integer
— uintl6 — 16-bit unsigned integer
— uint32 — 32-bit unsigned integer m
— Int8 — 8-bit signed integer
— intl6 — 16-bit signed integer L

Debugger

— Int32 — 32-bit signed integer Teeos bt

Build is dependent on having a
correct set of preprocessor defined
symbols, which can be found in the
IAR project options menu

ions for node “KeyFobDemo™

I~ Multi-file Compilation
r

LanQUage] Code ] Dptimizations] Dutput] List Freproceszor ID ajr

Factaory Settings

I dgnare standard include directories

$TOOLKIT_DIR$AMCY

Additional include directaries: [one per line]

STOOLEIT_DIR$MMNCSCLIES

Freinclude file:

$PROJ_DIR$S..\. \common A
$PROJ_DIRS. A Ainclude

$PROJ_DIA$S. A AComponentsihalsin

$PROJ_DIR$. A A A \Component s

alikarget\CC2B40EE w

Defined symbals: [one per line]

.

#CCEB40EM_PG1_D
CC2540_MINIDE
O5ALMEM_METRICS

INT_HEAP_LEN=700
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CC2540 Embedded Software:
Map File

File Edit ‘iew Project Texas Instruments Emulator  Tools  window  Help

0E | [
. . . P52 Slave | _T#!M
 After building a project, —a |

B G KeyFobDemo - CC2540 MiniDK_.. v : M

« s i

IAR generates a "‘map .

E C10SAL Y

. 7 13 7 P 9

file” under the “Output e

|—+ 002540MinkaDemDSlave.hex ig z

group o

16 #

17 #

15 #

19 #

29969 “

. Ezgg?n o e il e il el e e il e e el
129971 *
¢ The end Of the map flle 5299?2 * END OF CREO35 RFEFERENCE

129975 *

Contains a Summary Of 129974 A EEE R A A AT T AL T A IH SR ERAELLNS
o 99 592 bytes of CODE memory

the COde memory and 23 bytes of DATA memory (+ 65 absolute )

0 3 576 bytes of XDATA memory

b ! 192 b £ IDATA
RAM used by the oo RO it
project E

701 bytes of CON3T memory
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CC2540 Embedded Software
Application Overview

* Five major parts of the application software:
— Operating System Abstraction Layer (OSAL)
— Hardware Abstraction Layer (HAL)
— KeyFobDemo Application
— BLE Protocol Stack
— Profiles: GAP Role, GAP Security, and GATT Services

SimpleBlePeripheral

HAL

. ] OSAL
GATT Service GAP Role/Security

Profiles Profiles

BLE Protocol Stack
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Application Startup

Tl Source Code ]

RegisterKeys(TaskID)

GAP Profile (peripheral.c)
-AdvData

-Connlinterval)

-Scan Resp

GAP Bond (gapPeripheralBondMgr.c)

- passkey
-10 cap
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Application — Turn on Notifications

(PC Application BTool
| Write l
TX:

ATT writeReq (handle, value)

[HostTestRelease ]

“
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Application — Keypress Notification

l OSAL Msg = l ,‘

-Set Value
-If (notify) then
-Send gattNotify()

BTool

RX:
ATT handleValueNotification
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CC2540 Bluetooth Low Energy Software:
Operating System Abstraction Layer (OSAL)

The software architecture of the CC2540 is based around the
Operating System Abstraction Layer (OSAL)

The OSAL is not an actual operating system (OS) in the traditional
sense, but rather a control loop that allows software to setup execution
of events

Each subsystem of the software runs as an OSAL task, and has a
unique task identifier (ID)

The lower the task ID, the higher the priority for the task

The SimpleBLEPeripheral Project has 12 OSAL tasks (task ID in
parentheS|s)

Link Layer (0) — GAP (6)
— HAL (1) — SM (7)
— HCI (2) — Peripheral Role Profile (8)
— OSAL Callback Timer (3) — GAP Bond Manager (9)
— L2CAP (4) — GATT Server (10)

— GATT (5) — SimpleBLEPeripheral(11)
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Operating System Abstraction Layer (OSAL):
Task Setup

Each task is required to have two functions:

— Initialization (example: SimpleBLEPeripheral_Init)

— Event Handler (example: SimpleBLEPeripheral ProcessEvent)

Every application that uses the OSAL must define a function called
“osallnitTasks” (void parameters and void return)
ThiE ;‘Bnction calls each task’s intialization function, and sets up it’s
tas

Every application must also create a global variable called “tasksArr”,
which is array consisting of one pointer to each task’s event handler
function

The order of the elements in the array must be exactly the same as the
order of the task IDs

Application must also create a global variable called “tasksEvents”,
which is an array consisting of one uintl16 value for each task

— All elements of the tasksEvents array must be initialized to zero
— Each element of the array represents the pending events for that task
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Operating System Abstraction Layer (OSAL):
Events

« An OSAL “event’ is a scheduled process for a task to run

 Any OSAL task can define up to 15 events in addition to the mandatory
SYS _EVENT_MSG event (0x8000), which is used for OSAL messaging

* Events can be set using one of two OSAL API functions:
— osal_set _event — immediately schedules the event to occur

— osal_start_timerEx — schedules the event to occur at a specific time in the future
(set in milliseconds)

* An event set up using osal_start_timerEx can be cancelled by calling OSAL
API function osal_stop_timerEx

< Each element in the tasksEvents array acts as a 16-bit mask for each task,
with any set bit indicating that a specific event is scheduled for that task

* In example below, bit 8 of task 1 is set, indicating that the event with a defined
mask value of 0x0100 should be processed

MSB LSB

0 0 0
0 O
0 0
0 0

Task O
Task 1
Task 2
Task 3

0
0

oO|Oo|O| O
oO|OoO|O| O
oO|Oo|O| O

0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0

oO|OoO|O| O
o|o|oOo| o
oO|OoO|O| O
o|o|oOo| o
oO|OoO|O| O
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Operating System Abstraction Layer (OSAL):
Main Loop

The OSAL main loop is run when the function osal_start _system is
called

The loop checks each element of the tasksEvents array for a non-zero
value (which would indicate that at least one event bit is set)

The loop always processes a pending event with a lower task ID first

When a non-zero value is found, OSAL will call the task’s event
handler function, using the pointer from tasksArr

After the event is processed, it is up to the task to clear the event bit; if
it doesn’t get cleared the OSAL will keep calling the event handler
function

If every single element in the tasksEvents array has a zero value
(meaning that none of the tasks have any events scheduled) the
OSAL puts the processor into power savings mode, in which memory
remains stored and timers continue running

Processor will wake up when an interrupt occurs or when an OSAL
timer schedules a task event
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Operating System Abstraction Layer (OSAL):
Message Management

OSAL provides a system for different subsystems of the software to
communicate with each other by sending or receive messages

Messages can contain any type of data and can be any size

Process to send a message:
— Allocate memory using osal_msg_allocate
— Copy data into allocated memory space, including a header indicating the
type
— Call osal_msg_send, indicating destination task for the message

OSAL signals to receiving task that a message is arriving by setting
the SYS EVENT_MSG flag for that task

The receving task’s event handler function retrieves the data and calls
it's local message processing function (example:
simpleBLEPeripheral _ProcessOSALMsQ)

The receiving task must deallocate the memory using the function
osal_msg_deallocate
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Operating System Abstraction Layer (OSAL):
Memory Management

« OSAL APIs for memory
allocation and deallocation:

— o0sal_mem_alloc

- OSal_mem_free Language] Code ] Dptimizatinns] I:Iutput] List Preprocessar l DA+
I . [ lgnore standard include directories;
* Heap size set W|t_h e I DLk ITZDIE NG
p re p rocessor d efl n Ed Additional include directanies: [one per ling]

symbol INT_HEAP_LEN SFAOL DS \ N | =
] — —_— . FPROJ_DIR$ A A AComponentsihalhinciude
 If heap size is set too high, e

FPROL_DIRSS. N8 A AComponentzihaltargeth CC2540E R w
CC2540 may run out of | .|
m e m 0 ry Defined symbolz: [one per line]

. . 254U_M|N|DK - -~ B Igrepn:n:essar autput ta file
* Check map file to verify that  [nreaww ™) -
memory has not exceeded
limits (8kB)
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Operating System Abstraction Layer (OSAL):
Files and Key API’s

« Key Files:
— osal.c— API's for OSAL
— o0sal.h— OSAL API declarations
« Key API’s:
— osal_init_system — initializes OSAL; must be called in main
— osal_start_system — starts the OSAL main loop
— osal_set_event — sets an OSAL event for a task
— osal_start_timerEx — sets an OSAL event for a task at a scheduled moment in time

— osal_stop_timerEx — cancels an existing OSAL event that was scheduled using
osal_start_timerEx

— o0sal_msg_allocate — dynamically allocates memory for an OSAL message
— o0sal_msg_send — sends an OSAL message to a specific task
— o0sal_msg_deallocate — deallocates an OSAL message (call this from receiving task)
— o0sal_mem_alloc — dynamically allocates memory
osal_mem_free — free previously allocated memory
. The following OSAL function must be defined by the application:
— OsallnitTasks — set up task ID’s for each task used by OSAL

« Additional information on the OSAL can be found in the OSAL API guide:

C:\Texas Instruments\BLE-CC2540\Documents\osa\OSAL API.pdf
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CC2540 Bluetooth Low Energy Software:
Hardware Abstraction Layer (HAL) Overview

 The Hardware Abstraction Layer (HAL) provides an application programming
interface to hardware-related functions

— ADC

— UART

— SPI

— Flash

— Timers

— Keys

— LCD Driver

* Additional details on HAL functions can be found in the HAL API Guide:

C:\Texas Instruments\BLE-CC2540\Documents\hal\HAL Driver APIl.pdf
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CC2540 Bluetooth Low Energy Software:
KeyFobDemo Application Overview

 The KeyFobDemo application provides a
demonstration of a simple wireless Bluetooth Low

Energy connection

— Advertise and connect with master device

— Key press notifications
— Proximity alarm

— Battery percentage measurement

— Accelerometer data notification
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K ey FO b D e m O C' | O processors.wiki t.com/index. php Category (keyFobDemo v (B W
[ T-wwiki -,-'l iGook CIBE [Jareg CJomar CJuss CJawa (1516 T 70 [ thermometer [C ] &MT > [O] other bookmarks
& Loginfcreate account 7%
*‘Pm Category  Discussion Read “iew source “iew history | [ Search ] B
INSTRUMENTS
* SOUFCG Category:KeyFobDemo
* I nStru Cti O nS Translate this page to | de - Deutsch V| [ Translate ]
Mavigation Category:KeyFobDemo powvered by Google™
Main Page Contents [hide]
All pages . 1 Intraduction
’:!:2:2?22:; 2 Source Code and Hex Files
FPopular authors 3 Installation
Popular categories 4 Running from the hex hinaries
5 Source Project
;:t:egnotfhj:gses B Use BTool to make a Connection
Random page T Using the Profiles
7.1 Battery
Help 7.2 Accelerometers
Google Search 7.3 Keys
7.4 Proximity
Printiexport 2 KeyFoh Profile Software
Create a book £ (PR
Download as POF 8.2 Battery Frofile
Frintable varsion 8.3 Accelerometer Profile
8.4 Simple Keys
9 KeyFobDemo Application Software
Toolbox 9.1 Initialization
What links hera 9.2 GAF Role Callbacks
Related changes 9.3 Proximity Callback
Special pages 9.4 Battery Check
Permanent link 9.5 Key Handling
Browse properies 9.6 Accelerameter
9.7 Alerts
Introcluction
This section will guide you through the steps required to run the Bluetooth® low energy KeyFobDemo
< - B e e b am ! l_
— —

#3 Category:BlustoothLE - Te... =

*3 Category:KeyFobDemo - T...
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KeyFobDemo Application:
Files

« The following application files are a part of the
KeyFobDemo project:

KeyFob Main.c — contains the main function, which performs HAL
and OSAL intialization, and calls osal_start _system to start the
main loop

OSAL_KeyFobDemo.c — defines the global tasksArr and
tasksEvents arrays and the osallnitTasks function as required by
OSAL

keyfobdemo.c — main application module, including the application
task initialization and event handler functions

keyfobdemo.h — header file for application; defines the application
OSAL task events

buzzer.c — controls the audio buzzer on the keyfob
cma3000d.c — controls and reads data from the accelerometer
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KeyFobDemo Application:
Startup

« The application starts with the main function in the file KeyFob_Main.c

« The KeyFobApp_Init function is called during task initialization
— Sets Peripheral Role profile initial parameters
— Sets GATT profile initial parameters
— Initializes each GATT service
— Initializes buzzer
— Registers with HAL to receive OSAL message when key presses occur

— Uses osal_start_timerEx to set a KEYFOB_START_DEVICE_EVT after a 500ms
delay

» After the 500ms delay, application task event process handler function gets
called due to KEYFOB_START_DEVICE_EVT flag getting set

— GAPRole_StartDevice called to turn advertisements on

— Application callbacks registered with proximity and accelerometer profiles
— Timer set for future BATTERY_CHECK_EVT after 5 seconds

— Proximity attribute values set in profile using ProxPeriph_GetParameter
— KEYFOB_START_DEVICE Event flag cleared
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KeyFobDemo Application:
Key Handling

Application registers with HAL during intialization by calling function
RegisterForKeys, allowing HAL to know the application task 1D

Key presses are handled by HAL using interrupts

When the state of one of the keys changes, an OSAL message with
type KEY_CHANGE is sent to the application
Application calls local function keyfobapp HandleKeys

— Checks which keys were pressed

— If device is not connected, checks peripheral role profile to see whether
device is advertising or not, and toggles advertisements on or off

— Sets the state of the keys value in the Simple Keys profile using the
function SimpleKeys SetParameter

If a proximity alert is active and the keyfob is beeping, pressing the left
key will stop the alert

If the device Is In a connected state and notifications of the key
presses have been enabled, the keyfob will send a GATT notification
to the master device over the air (more information on this later)
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KeyFobDemo Application:
Proximity Alerts

 The demo application contains a proximity profile, which is based on a
draft specification from the BT SIG

 Allows an alarm to be set based on the proximity of the keyfob to the
master device, or when connection drops due to supervision timeout

« During application initialization, the application registers private
function proximityAttrCB with proximity profile

« Proximity profile calls proximityAttrCB to notify application every time
any of the proximity profile characteristics has been changed

» Proximity profile characteristics:

— Link Loss Alert — when set, triggers a “low” (low-pitched buzzer sound) or
“high” (high-pitched buzzer sound with blinking LED) alert if a supervision
timeout occurs

— Path Loss Alert — the master device sets this if the path loss drops below a
certain level, triggered an immediate high or low alert to warn the user that
the perlpheral device is about to go out of range

— Tx Power Level — the power level of the peripheral transmitter; used by the
central device to calculate the path loss
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KeyFobDemo Application:
Proximity Alerts (continued)

When proximityAttrCB gets called from profile, the application looks at
the current state of the device and:

— Stores the link loss alert setting, in order to trigger an alarm if the alert is
enabled and the connection drops

— Calls keyfobapp PerformAlert if the path loss alert was enabled
— Calls keyfobapp StopAlert if the path loss alert was turned off
The function keyfobapp_ PerformAlert does the following:

— Determines whether the device is in a “link-loss” state or a “path-loss”
state (or neither)

— If necessary, starts the buzzer and/or LED
The function keyfobapp_StopAlert stops any active alert

When alert is active, the buzzer stays on for 200ms, and off for 800ms
using the OSAL timer to generate “beeps”

After 10 beeps, the buzzer will stop

If left keyfob button is pressed during an alert, the buzzer and LED wiill
stop

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS




KeyFobDemo Application:
Battery Percentage Measurement

Battery service allows remote device to read the battery percentage
remaining on the keyfob

Algorithm for measuring battery percentage uses HAL ADC APl and is
not optimized and is for demonstration purposes only

Battery voltage is read by the ADC every 5 seconds, using the OSAL
timer to set the application task event BATTERY_CHECK_EVT

Every time the event occurs, a new OSAL timer is set to schedule the
following BATTERY_CHECK_ EVT in 5 seconds

The function checkBattery is called, which does the following:

Sets the ADC reference voltage to the internal 1.25V regulator
Perform ADC conversion

Based on ADC reading, perform calculation of battery percentage
(algorithm is explained in source code comments)

Check whether battery level is below 20%, and if so is in a “critical” state

Calls Battery_SetParameter to update the battery profile with current state
and level values, allowing a GATT client device to read back the values
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KeyFobDemo Application:
Accelerometer

The keyfob contains a 3-axis accelerometer

During application initialization, the application registers private function
accelEnablerChangeCB with accelerometer profile

Profile calls the callback to notify application if remote device has written a
TRUE value to the accelerometer enabler characteristic value, then the
application begins to perform accelerometer reads

If the remote device has written a FALSE value, then reads are stopped

When enabled, application uses an OSAL timer to schedule the
ACCEL_READ_ EVT every 50ms
Every time the event occurs, local function accelRead gets called:

— Calls accReadAcc function (in file cma3000d.c) to get data from each axis

— Calls Accel_SetParameter three times to set each of the three X, Y, and Z- axis
data values in the accelerometer profile

If the device is in a connected state and notifications of the accelerometer data
have been enabled, the keyfob will send a GATT notification to the master
device over the air (more information on this later)
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CC2540 Bluetooth Low Energy Software:
BLE Stack Overview

« The BLE protocol stack is based on the nE L g
approved Bluetooth Core specification
VerSIOn 40 (June 301 2010) | CC2540 MiniDK, PG2 Slave
. . . Files
» Protocol stack provided as a single library =1a)
file in KeyFobDemo application (three FEaAe

versions provided: one for each hardware
platform)

« Application usually does not need to ~=cTooLs
directly call protocol stack API’s 3 Output

* Profiles provide a means for application to
send and receive control messages and
data with stack
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CC2540 Bluetooth Low Energy Software:

Profiles Overview

* Profiles provide a layer of software between the

application and the BLE protocol stack

« Allow developer to perform basic BLE functions without

having in-depth knowledge of the stack

* Directly communicate with the top two layers of the BLE

stack

— GAP Peripheral Role Profile — Handles advertisements, scan
reguests, connections, and connection parameters

— GAP Peripheral Bond Manager — Handles responses to pairing
and bonding requests, and the storage and management of

security keys

— GATT Profiles — Maintain GATT attributes in table, processing of

read and write requests, and notifications
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GA

? ROLE PROFILE

# 1AR Embedded Workbench IDE

File Edit “iew Projeck Texas Instruments Emulabor  Tools

Window  Help

O & L & |

=3 10

LA

El

Workspace

gappetiphbondmgr.c | simpleGAT Tprofile.c E

gattservapp.h | gapgattserver.h

|EE254EIDK-MINI Feyfob Slave

Files

B SimpleBLEFeripheral - CC_..
— [ APF

—E [(IHAL

—E (] IMCLUDE

—E= [LIB

FE Q054

—= (1FROFILES

— [ gapgattserver.h
gapperiphbondmagr.c
— [ gapperiphbondmgrh
— [ gattzervapp.h

alc
— ] peripheralh
| peripheralBroadcaster.c
| peripheralBroadcasterh
simpleGAT Tprofile.c
— [k simpleGAT Tprafile.h
simplekeys.c

L— [ simplekeys.h

—E (I TOOLS

= [ Output

SimpleBLE Peripheral [ |

bhreak;

case GAPROLE ADVERT DATA:

if { len <= B_MAX_ADV LEN |

{
WOID osal memset( gapRole AdvertData, 0, B _MaX ADV LEN ):
WOID osal memcpy| gapRole bdwertData, pValue, len ) »

}

else

{

ret

}
bhreak;

bleInwvalidRarge:

case GAPROLE 3SCAN RSP _DATA:

if ( len <= B_Mix ADY LEN )

{
VOID osal memset| gapRole ScanFsplata, 0, B MaX ADV LEN ):
WOID osal mewmcpy( gapRole JcanRapData, pWalue, len ) ;

}

else

{

ret

}
bhreak;

bleInwvalidRange:

case GAPROLE_ADV EVENT TYPE:
if |
{

<

|

(len == sizeof [ uintd )] && (*F{(uintS¥jpWValue] <= GAP_ADTY]

il
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GAP Peripheral Role Profile:
Purpose

* Allows device to act as a GAP peripheral and
perform the following:
— Turn advertising on and off

— Send connectable advertisements and accept
connection requests

— Request automatic updates of link-layer connection
parameters to a central device:
« Connection interval
« Slave latency
« Supervision timeout

— Notify application of connection state changes

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
Public Functions

Peripheral Role Profile is an OSAL task, and contains
Initialization and event processing functions called by
OSAL:

— GAPROole_Init

— GAPRole_ProcessEvent

Profile contains several parameters, accessed through:
— GAPRole_SetParameter

— GAPRole_GetParameter
Initialization from application:
— GAPRole_StartDevice

Terminate a connection:
— GAPRole_TerminateConnection

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS




GAP Peripheral Role Profile:
Initialization

OSAL initializes Peripheral Role with call to GAPRole_Init

Application registers two callback functions with Peripheral Role
Profile by passing function pointers as parameter to
GAPRole_StartDevice function:

— peripheralStateNotificationCB — notifies application that the peripheral
device has changed GAP states (for example, devices goes from
advertising to being in a connection)

— rssiAvailableCB — notifies application of the RSSI when it becomes
available (set to NULL in KeyFobDemo application since it does not use
RSSI information)

When GAPRole_StartDevice is called:
— Profile signals GAP to begin advertising (if enabled)

— Profile registers itself with GAP as the task to receive GAP event
messages (this allows profile to always know the connection status)

In KeyFobDemo application, GAPRole_StartDevice is not called until
500ms delay (triggered by KEYFOB_START _DEVICE_EVT)

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
Key Parameters

GAPROLE_ADVERT_DATA — Advertisement data string
GAPROLE_SCAN_RSP_DATA — Scan response data string

GAPROLE_ADVERT_ENABLED — a TRUE or FALSE value indicating if
advertising is enabled

GAPROLE_RSSI_READ_ RATE — amount of time (in ms) of RSSI readings

GAPROLE_PARAM_UPDATE_ENABLE - enabled automatic connection
parameter update requests if master establishes a connection with unwanted
parameters (TRUE or FALSE)

GAPROLE_MIN_CONN_INTERVAL - the minimum connection interval for the
device (in units of 1.25ms as per link layer specification)

GAPROLE_MAX_ CONN_INTERVAL - the maximum connection interval for
the device (in units of 1.25ms as per link layer specification)

GAPROLE_SLAVE_LATENCY - the connection slave latency setting

GAPROLE_TIMEOUT_MULTIPLIER — the connection supervision timeout
setting

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
Advertisement and Scan Response Data

 The GAPROLE_ADVERT_ DATA and
GAPROLE_SCAN_RSP_DATA parameters allow
application to set the GAP data sent to a central
or observer device while in the advertising state

« Data must conform to GAP specification for “AD
types’:
— The first byte contains the length of the data

— The second byte contains a value indicating the AD

type accoring to spec (ex. 0x09 = Local Name, 0x01 =
Flags)

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
AD Types Used

* In KeyFobDemo application:
— Advertisement Data String:

Ox0A 0x09 0x50 0x72 Ox6F 0x78 0x69 0x6D 0x69 0x74 0x79
(length 10) (name) ‘P’ r ‘o’ X’ i ‘m i 't y’

— Scan Response Data String:

0x02
(General
Discoverable)

0x02 0x01
@ (flags)

« By setting “General Discoverable”, device will continuously
advertise as long as advertisements are enabled

* If set to “Limited Discoverable” (0x01), when advertisements
are enabled the device will advertise for a limited time, stop for
10 seconds, and repeat

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
After Link Establishment

« Once a connection is established, GAP sends an OSAL message of type
GAP_EST_LINK_REQ_EVENT to GAP application (peripheral role profile)

« RSSI read timer starts

» Profile calls the callback function peripheralStateNotificationCB to notify application that
GAP state has changed

« Profile checks the connection interval and slave latency setting for the connection, and
(if enabled) will send an automatic update request if:

— Interval falls outside the range set by GAPROLE_MIN_CONN_INTERVAL and
GAPROLE_MAX_CONN_INTERVAL parameters

— OR latency setting does not equal GAPROLE_SLAVE _LATENCY parameter value

— OR supervision timeout settings does not equal GAPROLE_TIMEOUT_ MULTIPLIER parameter
value

« Update parameter request sent with connection parameter values in profile
* Profile uses osal_start_timerEx to set the UPDATE_PARAMS_TIMEOUT_EVT OSAL
event for itself after a set time (calculated based on the max amount of time)

— If update parameter response is received before timeout, osal_stop_timerEx called to cancel
event

— If timeout expires before response is received, peripheral device terminates connection

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
RSSI Measurement

The peripheral role profile can provide RSSI measurements to the
application with the callback function rssiAvailableCB (this feature is
not used by the KeyFobDemo application)

RSSI can only be read when device is in a connection

RSSI value only updated when data is received (in future release,
RSSI will update with each link layer connection event)

GAPROLE_RSSI_READ RATE parameter sets the amount of time in
milliseconds between RSSI reads

When device enters connected state, profile calls osal start_timergEx
to schedule an RSSI_READ _EVT

Every time RSSI_READ_EVT occurs:
— Profile calls HCl_ReadRssiCmd function

— Peripheral role profile receives OSAL message from GAP (message type
HCI_GAP_EVENT_EVENT) containing RSSI reading

— Profile calls callback function rssiAvailableCB to notify application of value

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:
After Link Termination

« When a connection is terminated for any reason, GAP
sends OSAL message to GAP application (peripheral role
profile) of type GAP_TERMINATE_LINK_EVENT

 Profile calls the callback function
peripheralStateNotificationCB to notify application that
GAP state has changed, and whether the link terminated
due to supervision timeout, or due to a terminate link
request

* Profile schedules a START_ADVERTISING_EVT using
the osal start timerEx function, with the amount of time

determined by the value of the parameter
GAPROLE_ADVERT OFF TIME

TI confidential information - Strictly Private
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GAP Peripheral Role Profile:

Switching to multi-role profile

In addition to peripheral role profile, Release
includes a peripheral / broadcaster multi-role
profile

To use multi-role profile:

— Exclude the files “peripheral.c” and “peripheral.h”
from the KeyFobDemo project (right-click on files
and select “options” in IAR, then check the box for
“Exclude from build”)

— Add the files “peripheralBroadcaster.c” and
“peripheralBroadcaster.h” to the project under the
“Protiles” group

In IAR Project options (compiler settings), add
the preprocessor defined symbol
‘PLUS BROADCASTER”

All functions have the same names and work
identical to the functions in peripheral.c

Advertisements can now be enabled or disabled
by setting GAPROLE_ADVERT_ENABLED
parameter value to TRUE while in a connected
state

Advertisements will be non-connectable

| C/C++ Compiler |

Assembler

Cuskom Build

Build Actions

Linker

Debugger
Third-Party Driver
Texas Instrumenk:
Infineon
ROM-Monikbar
Analog Devices
Silabs
Sirnulakor

TI confidential information - Strictly Private
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Language] Code ] Elptimizatiu:uns] Elutput] Liz

[ lgnore standard include directories  [¢TO0L
$T0O01

Additional include directories: [one per ling)

FPROJ_DIR$N. N \commion
$PROJ_DIRS$. A Ninclude
FPROL_DIRSN. NN A AComponentsshalsinciu
$PROJ_DIRE.. M5 A SComponentshhalstarge

Freinchude file:

Defined symbalz: [one per ling]
PLUS_BROADCASTER) s

*CC2540EM_PG1_0
CC2540_MINIDE.
OSALMEM_METRICS
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GATT Service Profiles:
Overview

Allows device to implement a GATT service:
— As defined by Bluetooth SIG
— Custom

Provides means for application to read and write service data on the
attribute table

Lets a remote GATT client access characteristics through:
— GATT reads
— GATT writes
— GATT notifications and indications

Verifies the validity of data being written from a remote device

GATT service profiles typically do not need to be OSAL tasks, and are
accessed directly by the protocol stack and by the application

Most GATT service profiles have a very similar structure

New GATT service profiles can be easily created by copying an
existing profile and renaming variables and functions

TI confidential information - Strictly Private
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GATT Service Profiles:
Typical Functions

 Public functions:

ProfileName_AddService — registers attribute list and callback functions
with GATT server

ProfileName_RegisterAppCBs — allows function to register application
callback functions with profiles.

ProfileName_SetParameter — allows application to set attribute data
values: also sends out notifications of characteristics when enabled

ProfileName_GetParameter — allows application to get attribute values

 Private GATT server callback functions:

profileName_ ReadAttrCB — called when a GATT read request is received
from a GATT client; returns attribute data to GATT server for read
response

profileName_ValidateWriteAttrCB — called when a GATT write request is
received from a GATT client; validates data being written and writes new
value if data is valid; sends write response with appropriate error message
if data is invalid

TI confidential information - Strictly Private
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GATT Service Profiles:
Structure

Attribute value variables are defined as static and are local
to the module

Standard UUID’s (from BT SIG) are defined in gatt_uuid.h
Custom UUID’s are defined in profiles own header file

In addition to attribute values, profile defines an array of
type gattAttribute t, in which each element contains data
related to each attibute:

— Attribute type (UUID length in bytes and UUID itself)

— Permissions

— Handle — profile initializes this to zero, and server updates when
building the table

— Pointer to data value

TI confidential information - Strictly Private

13 TEXAS
INSTRUMENTS




GATT Service Profiles - UUID

&7 IAR Embedded Workbench IDE

File Edit Wiew Project Texas Instruments Emulator

Tools  Window  Help

SimpleE LE Peripheral

ol T4

CETTAT WITM TTITTT

MarDOmn

A7 Characteristic Extended Prc
A7 Characteristic User Descrip
A7 Client Characteristic Confi
A Server Characteristic Confi
A7 Characteristic Forpat

S Characteristic Aggregate Fo

4 Deripheral Privacy Flag

4 Deripheral Preferred Connec

SF Latitude Longitude Elevatic

- | | - AP
i ace * simplekeys.c | gapperiphbondmar.c | simplesaTTprofile.c | peripheral.c | gattservapp.h | gapgattserver.b I
|CC2540DK-MINI Keyfob Slave | =
Files £ | B # GATT Attribute Tvpes
B . 4
B @ SimpleBLEPeriph... v #define GATT PRIMARY SERVICE_UUID 0x2800 // Primary Service
—EAPP #define GATT SECONDARY SERVICE TUTID 0x2801 7 Secondary Service
—E LI HAL #define GATT_INCLUDE_UUID 02802 7 Include
—E [IINCLUDE #dj%ine GATT_CHARACTER_UTID 0x2803 // Characteristic
— [&] atth
— gap.h SEE
— |1 gatth # GATT Characteristic Descriptors
— att_uuid.h #
— [ hcith #define GATT CHAR_EXT PROPS_UUID 0xz900
L R hci_c_datah #define GATT CHAR_USER_DESC_UUID 02901
- [Pl hci_c_eventh #define GATT_CLIENT CHAR_CFG_UUID 0x2902
| [ hei_contrallerh #define GATT SERV_CHAR_CFG_UUID 02003
— |2cap.h #define GATT_CHAF_FORMAT UUID Oxz904
L Pilinkdb h #define GATT CHAR_AGG_FORMAT UUID %2905
— k1 lLh os
— bl ll_sleep.h # GATT Characteristic Types
— [ phyh g
— klphy_imageh #define DEVICE_NAME UULD 0xZA00 / Device Name
— ] smh #define APPEARANCE UUID 0x2401 7/ Appearance
Que #define PERI_PRIVACY FLAG_UUID 0x2A02
—E (I 0SAL #define RECONNECT ADDR_UUID 02403 // Recommection Address
CIFROFILES #define PERI_CONN_PARAM UUID O 2404
—E I TO0LS #define SERVICE_CHANGED_UUID OxZa05 7/ Service Changed
3 Output
#define BATT STATE UUID OxEOOD /¢ Battery State
#define TEMPERATURE UTID OxBOOL /¢ Tempersture
#define RELATIVE HUMID UUID 0xBO0DZ // Relative Humidity
#define WEIGHT_KG_UUID OxBO04 /7 Weight Ko
#define LATI_ LONGI_UUID 0xBO0S /7 Latitude Longitude
#define LATI_LONGI_ELEV _UUID OxEO0G
#define ALERT ENTHM_UUID 0xBO07 /F Alert Emmeration
#define MANUFACT NAME TUID OxEBOOS

A Mapufacturer Name
s r',-\..-:-.'ll BTaawele = f
]
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GATT Service Profiles:
InitService Function

 |nitService function called by application

 When InitService function is called, two variables must be

created

— gattService_t service — includes the number of attributes from the

service, and the attribute array itself

— gattServiceCBs_t serviceCBs — includes two function pointers:
ReadAttrCB and ValidateWriteAttrCB (if service doesn’t have any
readable or writeable attributes, the corresponding pointer can be

setto NULL)

* Function calls GATTServApp_RegisterService, with the
two variables as parameters to register the attributes and
callback functions with the GATT server application

TI confidential information - Strictly Private
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GATT Service Profiles:
RegisterAppCBs Function

« Only required if profile needs to notify application of
iInformation related to the profile

« Examples:

— In proximity service profile, application needs to know if link-loss or
path-loss alert characteristic values have changed

— In accelerometer profile, application needs to know If
accelerometer enabler characteristic value is changed

* Profile must define a type for the callback function pointer
In the header file

TI confidential information - Strictly Private
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GATT Service Profiles:
Notifications

 Notification / indication handling is typically part of
the SetParameter function

* The criteria for when to send notifications or
iIndications can either be set in profile itself or In
the application
— Might be defined by a profile specification

TI confidential information - Strictly Private
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Agenda

 Bluetooth Low Energy Protocol Stack
— Link Layer - Basics of BLE communication
— GAP (Generic Access Profile) - GAP roles, advertisements, connections

— GATT (Generic Attribute Profile) - Attribute table data format, reads,
writes, notifications

e (CC2540 Software Overview

— 1AR Embedded Workbench IDE - Development environment overview, CC
Debugger

— CC2540 Software - Architecture and Structure, KeyFobDemo Application

— OSAL (Operating System Abstraction Layer) - Task setup and
Initialization, events and processing, messaging and memory managers

— GAP Role Profiles - Peripheral and Peripheral / Broadcaster role profiles
— GATT Profiles - Structure and format, initialization, application callbacks

» Questions / Hands-On

TI confidential information - Strictly Private
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Hands-on

Walkthrough- flash devices, set secondary address set
Walkthrough- USB Dongle driver install

Walkthrough- Use BTool to enable SimpleGATTProfile notifications
Exercise- Use BTool; enable button press notifications

B whE

(open up IAR)

3. Exercise — change periodic notification time, and have increment
4. Walkthrough — Turn on LED upon connection

5. Exercise — Set characteristic values upon disconnect (need to show
demo before exercise)

6. Walkthrough - Add a 5™ characteristic to SimpleGATTProfile

13 TEXAS
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Labs

— LG R ESS

» Use Tl flash programmer to assign address and flash images.
» Enable keypress notifications from keyfob to USB dongle.
» Use Btool to see logging

e Shiffer

 Load sniffer image into USB Dongle
« Enable advertisements on keyfob and watch on sniffer.

e  AcCCelerometer (optional)

» Load keyfobdemo application
 Enable accelerometer notifications
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Lab #1.1

1.

Connect USB Dongle and CC
Debugger as shown

CC debugger light should be
green and USB dongle LED
should be green.

RED STRIPETO PIN 1
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file

C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 ble1l.0_master_usb_dongle.hex
* USB Dongle LED should turn red
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* & 0 0

L a b # 1 2 b -....;?..'Texas lﬁstruments SmartRF® Flash Programmer =10 =]
u .
" System-on-Chip | EB application (USE) | EE application [serial] | EB bootinader | MSP430 |
{? TEXAS
Ip bype lype (L] I AT TR
NSTRUMENTS EB ID | Chi EB EB fi Il |EB fi

Interface:

7734 CC2540 CC Debugger 05CC ool3

Flazh image: IEZ'\.TEHaS|I"|St|'ul'l'|E.'nlS'\.BLE-EE254D'\.‘3\CCESSDIiES\HE:H_Fi|E:$"sCC254E|_|:I|E."|.D_:j _l

Location

Flead [EEE| wire IEEE| (r‘ Pimary (' Secondary | IEEE [ |4 BE CCDE 1234 FF FF

Wiew Info Page I

[ Retain IEE‘rew when reprogrammin’chip '

Actions:
™ Erase and program
{* Erase, program and werify
= fppend and verify
" Werify against hex-file
{~ Read flash inta hex-file

Flazh lock [effective after pragram/append];

wiite protect: I

[~ Block debug commands [inel. read access]

ME: Cannot “Append and verify'' when zet!

Perform actions

I CC2540 - 1D7794: IEEE MAL address read successiully

Use SmartRF flash programmer change address
Click secondary radio button

Enter in new address — left six bytes

Click Write IEEE

Read back to verify
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Lab #1.3

DEBUG
CONNECTOR

1. Connect keyfob and CC
Debugger as shown

PIN 1
2. Insert battery

3. Press button to stop buzzer
4. CC debugger light should be

green. (may need to detach and
attach USB cable)

4080000 22 O

1. Use SmartRF flash programmer to download .hex file

C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 blel.0_slave keyfob.hex
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file
C:\Texas Instruments\BLE-CC2540\Accessories\Hex_Files\cc2540 blel.0 slave keyfob.hex
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* & 0 0

L a b # 1 4 b -....;?..'Texas lﬁstruments SmartRF® Flash Programmer _ ||:||1|
u -
/i System-on-Chip | EB application (USE) | EE application [serial] | EB bootinader | MSP430 |
{? TEXAS
Ip bype type (L] I AT TR
NSTRUMENTS EBID | Chi EB EE fi D | EE fi

Interface:

7734 CC2540 CC Debugger 05CC ool3

Flazh image: IEZ'\.TEHaS|I"|St|'ul'l'|E.'nlS'\.BLE-EE254D'\.‘3\CCESSDIiES\HE:H_Fi|E:$"sCC254E|_|:I|E."|.D_:j _l

Location

Flead [EEE| wire IEEE| (r‘ Pimary (' Secondary | IEEE [ |4 BE CCDE 1234 FF FF

Wiew Info Page I

[ Retain IEE‘rew when reprogrammin’chip '

Actions:
™ Erase and program
{* Erase, program and werify
= fppend and verify
" Werify against hex-file
{~ Read flash inta hex-file

Flazh lock [effective after pragram/append];

wiite protect: I

[~ Block debug commands [inel. read access]

ME: Cannot “Append and verify'' when zet!

Perform actions

I CC2540 - 1D7794: IEEE MAL address read successiully

Use SmartRF flash programmer change address
Click secondary radio button

Enter in new address — left six bytes

Click Write IEEE

Read back to verify
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Found Hew Hardware Wizard

Lab #1.5

This wizaed Feslps pou nstall sofwes for
Tl CCZE40 Low-Powesr AF to USE COC Send Port

1. Plug in USB Dongle, install driver from - C:\Texas
Instruments\BLE-CC2540\Accessories\Drivers

2. Use Device Manager to determine COM used for USB
Dongle.

3. Start Btool.exe (C:\Texas Instruments\BLE-

(=) W your hardware came with an installation CD
"2 or Boppy disk, insen it now.

bl o o want e vizaid bo do?

|rtadl B sofbviane: Sabornad
(&) Inatall rom & It or gpecifc lozstion (Advanced)

Click Mest o continue

CC2540\Projects\Btool) i [ Bz ] [oed

4. Op;en Device (this is COM port which USB Dongle shows up
as

5, Device Manﬂgg_-tR 4 BTool - Bluetooth Low

File Action  View “Help Wuuwbe ice

- B HS &E Aa=x=Ra o= Serial Port Settings
4 § Dusplay adapters A boct
+ g DVOHCD-ROM drives Exit
4| (&g Human Intesface Devices Port v
4| =) IDE ATAJATAP] controlers
4! g IEEE 1394 Bus host cantrollers Baud  57E00 v
4 % Keyboards :
4] 7"} Mice and other poinking devices Flow _ETS",HTS VJ
+ g Monitars

+| E8 Metwork adapters Parity  Naone v

= & Ports (COM &LET)

btk e Tk

Stop Bits

.=l!" T1 CC2540 Low-Power RF to USB CDC Serial Port (COM1S)
Ty

Data Bits |

4 ¥ Processors

+ ’ Secure Digkal host controliers
4 ‘Q Smatt card readers

41 %, Sound, video and game controlers Cancel ]
+ System devices

4 Uriversal Serial Bus controllers -
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Lab #1.6

% BTool - Bluetooth Low Energy PC Application (v1.02a)

- 0] x|
Device
eEi

E F'lnrt Irfo

Flow Contral: CTS/RTS
B Device Info;
i BDADDR: 3C:20:B7:84:04:51

Durmp (Rl
04 FF 0B 7F 0500 31 FE 025000

[9]: <Rwxx - 02:48:39.296
-Tupe : Ox04 [Event)

-EventCode : 0«FF [HCI_LE_EMtEwent]

-Data Length : 0x03 [2] bytes(s]

Event : 0x067F [GAP_HCI_EstentionCommandStatuz)
Status - 0x00 [Success)

OpCode 1 O«FEF1 [GAP_GetParam]

Datalength : Oul2 [2]

Paramt alue : 0w0050 [20]

Durmnp(F=]:

04 FF 08 7F 06 00 31 FE 025000

[10]: <R=s - 02:48:39.2374

-Type : Ox04 [Event]

-EventCode : OFF [HCI_LE_E =tE went]

-Data Length : 008 [8] bytes(z)]

Event : Ow0B7F [GAP_HCI_EstentionCommandStatus)

Statuz : 0w00 [Success)

OpCode : ORFE 3T [GAP_GetParam]

Dratalength - OR02 [2]

Param alue » w0000 [0)

Durnp(Rs):

04 FF 08 7F 06 00 31 FE 02 00 00 [%

[17]: <Rw=s - 02:48:39.452

Type : Ow04 [Event)

-EventCode : OwFF [HCI_LE_EWtE went]

-Data Lenath : 0x08 [E] bytes(z]

Event : OR0EYF [GAP_HCI_EstentionCanmmandStatuz)

Statuz : 0x00 [Success)

OpCode . O«FE3 [GAP_GetParam)
Datalength w2 [2]

Pararm ale + Ox07D0 [2000]

Diurap Rl

04 FFO27F 0B 0031 FE 02 D007

| Discover / Connect | Fiead /wiite I Pairing # Bondingl ﬁdv.EommandsI

 Digoovery
V' MameMode — Mode  |0¢03(4) =l
™ whiteList Devs Found: [0
Scan | Cancel |

— Connection Settings

Min Connection Interyal (6-3200]

Get

tan Connection Interval [B-3200):
Slave Latency [0-499):

Supervizion Timaaout [10-3200]:

: (100.00ms)
[20 =1 (100.00ms)

] .

2000 > [20000ms]

Set

i Link. Control

AddiType: | 0+00 (Public)

j [ HID utpCucle

Slave BDA, INone

Eztablizh

= T whiteList

Terminate
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Lab #1.7

1. Press button on keyfob to begin advertising for 20 sec
2. Scan, select you keyfob address, and establish

% BTool - Bluetooth Low Energy PC Application {¥1.02a) - |EI|1|
Drevice
= COM CoM3 =
- PorfInfo .
T L. PORT COM3 add_r : EFE)FIE:[Z;:?ZF:FF:FF Discover / Connect | Read /Witte | Paiing / Banding | Adv. Commands |
: 33l o U
Baudrate: 57600 DataLength - 041F [31) — Dizcoverny
Flows Contral: CTS/ATS [rata D 16:09:5369:60: F0:6C:65: 20: 42:4C: 45: 20:50:
Bl Device Info: £9:70:60:65: 72:61:6C:00:00:00:00: 00:00:00:C ' Mameode Mode: |D><D3 [0 'l
L ArAr B0 Crump(Fix): o
BDADDR: SC2D:B7840451 0y BE 50 0D 08 00 04 00 FF FF FF FF FF FF DF 1F I whitelist ~ Devs Found: 1

16 035369360 706BCB5 20 42 4C 45 20 5065 72

63 70 68 65 72 61 BC 00 00 00 00 00 00 00 00
- Secan | Cancel |

[16]: <Tw» - 02:67:37.823

-Type : 001 [Command] _ . .
-Opcode : 0xFEDS [GAP_DeviceDiscoveryCancel] Connection Settings
-Data Length + 000 [0 bykelz]
Drarnp(T =) Min Connection Interval [B-3200): [100.00ms)
01 05 FE 00

Max Connection Interval [B-3200]): ISU 3: [100.00ms)
[17]: <Rx> - 02:57:37.902
-Tupe - 0«04 [Event] Slave Latency [0-493): |0 :
-EventCode : 0FF [HCI_LE_E=tEvent)
-Data Length : (006 [B] bytes(z] .. . ) -
Ewvent : 0x067F [GAP_HCI_E stertionCommandStatus Supervision Timeout (10-3200) |2DDD 3‘ [20000rms)
Statuz : 000 [Success)
OpCode : OFEDS [GAP_DeviceDiscoveryCancel)
D atalength : 000 (0] Get Set
Crump(F=): & &
04 FF 06 7F 06 00 05 FE 00

i Link Contral

[18]: <R - 025737980

Type  0w04 [Event) AddiType: |u 00 (Publi v[ ™ HiDutyCyel
EveniCode - 4FF [HCL_LE_EWEvert ype: 0400 [Public) IPUBEES

-Data Length : 004 [4) bytes(s Lo
Dala Leng s ][Gip_[[)]evicemscwew[)Dne] Slave BDA;  [FRFRFFFFFFFF <] T whitsList
Statuz : 0430 [The uzer canceled the task]
MumDevs - 000 (0]
Durnp(F): » E stablizh | Terminate |
04 FF 04 01 06 30 00
| | » | -
| | o
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I 8 0x1D | 28 i0x2800; GATT_PRMARY_SERVICE_UUID :0xFFEQ (SK_SERVICE_ULID) GATT_PERMIT_READ gt:r:l;; HRE LY
I # I 10 (properties: notify only)
a ] Ox1E i 30 [0x2803| GATT_CHARSCTER_UUD  [1F 0O (handle: 0x001F) GATT_PERMIT_READ K: P'c':ss,ja'; -
E1 FF (UJD UXFFE"] Character|istc declaration
OxIF | 31 | 0xFFE1 SK_KEYPRESSED_UUID 001 byte) (none) ::r::::;::';lue
1 1 H Key Press State
1. Verify connection in left pane ORI O - s e | arn pemir_nesp) [ 155 28
— — configuration
Key Press State
. €« ’” 0x21 | 33 ||0x2901| GATT_CHAR_USER_DESC_ULID |'Mey Press State" (16 byles) GATT_PERMIT_READ |characteristic user
2. Write “01 00" to address 0x0020 i
% BTool - Bluetooth Low Energy Pt*pplication (v1.02a) - [COM3] O] x|
Device
= COM3 Walue - 0o | Discover / Connect Read /wits | Pairing / Bonding' Adv.Commands'
El- Fort Info Crurmp(F=):

PORT: COM3
Baudrate: 57600

Flows Contral: CTS/RTS
Device Info;

* Bl- Connection Info:
Handle: 00000

----- BDADDR: 3C:20:B7:84:04:51

Slave BD&:FF.FFFFFFFFFF

04 FF 03 1B 0500000003 1F 0000

[34]: «Tw - 10:31:26.304

Type 001 [Command)
Opcode c0aFD12 [ATT wiiteFeq)
-Drata Length : =08 [8] bytels)
ConnHandle + 00000 (0]

Signature 000 [Ma)

Command - 000 [Ma)

Handle - 0x00200[32)

W alue c 0100

Doump(Tx):

0112 FD 05 00 00 00 0020 0001 00

[38]: <Rw> - 10:31:26.632

Type ;004 [Event)

-EventCode : 0#FF [HCI_LE_E=tEwent]

-Data Length : 0=10E (6] bytes(s)

Ewvent : 0RD0E7F [GAP_HCI_EstentionCaormandS tatus)
Status - 0A00 [Success)

OpCode c0xFD12 [ATT WwiiteFeq)

Datalength - 000 [0)

Dump(R=):

04 FF 06 7F 06 0012 FD 00

[3E]: <Fw - 10:31:26.773

Type ;004 [Event)
EventCode : OwFF [HCI_LE_EwtE vent)
-Drata Length : 0= (6] buytes(z)

Ewvent * 0R0513 [ATT_WriteR zp)
Statuzs : 0-00 [Success)
ConnHandle + 0-0000 (0]

PdulLen - 000 (0]

Dump(R=):

04 FF 0813 05 00 00 00 00

i Characteristic Read

Sub-Procedurs
I Fead Charactenstic Yalue / Descriptor j

Characteristic Value Handle Start Handle

| 00000 | 00001

Characteristic: ULID End Handle

| 000 | D«FFFF
‘Walue © ASCH " Decimal ¢ Hex
Status
I Read

r— Characteristic: \Write

Charactenistic Yalue Handle

‘ | 00020

Yalue = ASCI ' Decimal

@ Hex

| ]

Status

Write

J | Success

13 TEXAS
INSTRUMENTS




Lab #2.1 1/5

1. Connect USB Dongle and CC
Debugger as shown

2. CC debugger light should be
green.

@ CC Debugger

RED STRIPETO PIN 1
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+ip :
TEXAS
INSTRUMENTS

05CC

Interface:

Fast =

Flash image: [E:\TexasInstluments\BLE-EEEEID\Accessarie.s\Hex_FiIes\cc.?S»il]_beta_rn | J |

Location
Read IEEE | | @ Prmay  Seconday  IEEE Ox |

[ Retain [EEE address when reprogramming the chip

Yiew Info Page |
Achions: Flash lock [effective after proaram/append]):
(" Erase and program “write protect: |
{*+ Erase, program and verfy )
R I™ Block debug commands (incl. read access)
 Vesily against hexile MEB: Cannat "Append and verify" when set!

" Read flash into hex-file

Perform actions

CC2540 - ID1378: Erase, program and verify 0K
AERERNERERENNENENEENENENEEEEEENENEEEENEEEEEEEEN

1. Use SmartRF flash programmer to download .hex file

C:\Program Files\Texas Instruments\Packet Sniffer\General\Firmware\sniffer_fw_cc2540_ usb.hex
* USB Dongle LED should turn green
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Lab #2.3

1. Start Packet Sniffer application
2. Select Bluetooth Low Energy

l.l‘ Texas Instuments Packet Sniffer = 0] x]

K

R Texas Packet Sniffer
INSTRUMENTS

Ver, 2.13.3

Select Protacol and chip type:

{luetooth Low Energy j

Paossible capturing devices:

SrnattRFOSEE + CC2540EM
CC2540 IJSE Dongle

Click Start button ko launch Packet Sniffer:

Skark Exit
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Lab #2.4

Select CC2540USB Dongle

1.
2.

3.

Press play

Press button on keyfob to start advertising

Select capturing device:

EE ID 8160, Chip type: CC2540, EE type: CC Debuager

Capturing device | Radio Configulatinnl Select fieldsl Packet detailsl Address bookl Display hltall Time \inel

Texas Instruments qkmartRF Packet Sniffer Bluetooth Low Energy - |E| 1'
w AR
L AR
Adv PDU Header AduData :I
+o | Channel fAccess Address JAduPOUTYRE |0 100 Rxkdd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
1 -0 0x25 | 0xSESSBEDG v m | o 0 0 37 OxFFFFFFFFFFFF |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
Panbr. |l 10g37z ||Shanne! [|Access Address | AdvPOUTYRE |0 0 000 Ryadd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
z | =10e37z || oxzs || oxsEssEEDS ADV IND || 0 0 0 37 OxFFFFFFFFFFEY || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
Panbr. || 107ag7 ||Shanne! [|Access Address | AdvPDUTYRE | h40 Readd  PDU-Length Advh 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
5 | =z16869 || oxzs || OxEEGSEEDS v T || o 0 0 a7 CxFFFFFFFFFFFF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AduData
P.nbr. Channel || & Add Ady PDU T Advat
MOr | 1namay ||VRNNe |[Aecess fadress | Adu YPe |l rpe Txadd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
a | =3zos16 || oxzs || OxGEGSEEDS AV TN || 0 0 0 a7 OxFFFFFFFFFFFF || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (ug) Adv PDU Header AduData
P.nbr. Channel || & Add Ady PDU T Aduit
MOr- | Tooogg ||S1enne |(Access Badress | Adu YPe | rpe Txadd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
5 | -aaos12 || oxz2s || 0xeEGSBEDS av || o 0 0 a7 O FFFFFFFFFFEF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
P.nbr. Channel || & Add Ady PDU T Adua
nr- | Tongzz ||Chenne! |[Access fadress | Adu VP | rope Txidd Rxidd PDU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
& | -531234 || oxz5 || 0xEE89EEDS AV TND || 0 0 0 a7 OxFFFFFFFFFFFF | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
P.nbr. Channel || & Add Ady POU T Adua
el [T Y annel || ALcess Address || Adu VP | rpe Txidd Pxidd POU-Length v 0z 0L 05 00 00 00 OO0 00 00 00 00 00 00 OO 00 00
7 | -s31231 || oxzs || 0oxEE89BEEDS AV TND || 0 [ 0 a7 OxFFFFFFFFFFFF || 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Time (us) Adv PDU Header AdvData
Panbr. | n1g7e || Channel (|Access Address | AduPDUTYRE || 10— iy peada  PDU-Length Adva 02 0L 05 00 00 00 00 00 00 00 00 00 00 00 00 00
IR =T331N3 M5 N¥AFTRIREDNA ﬁnv TN n n n 37 MeFFFFFFFFFFFFUNO OO0 A0 A0 A0 A0 AN 00 an a0 an nn o an an nn _ILI
4 »r

Packet count: 294

Errar count: 0

Filter OFf
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Lab #3.1 — Accelerometer and IAR

Download and unzip project from - http://processors.wiki.ti.com/images/e/ec/Keyfobdemo.zip

Extract to C:\Texas Instruments\BLE-CC2540

Open workspace C:\Texas Instruments\BLE-CC2540\Projects\ble\KeyFob\CC2540DB\KeyFobDemo.eww
Press play button to download and debug

PreSS GO bUtton ‘y:mR Embedded Workbench IDE =0l x|
File Edit ‘iew Project Texas Instruments Emulator  Tools  Window  Help
[Cead@Elsmalo ol A/ YR EIp Ak [ UNS (S D
‘Wiorkspace *

| CC25400K i Keyfob Slave |
Files EHEE
GG KeyFotDe...
CIAPP .
| @ 1 HAL Laak in: | ) CCZ540DE - e®BEeE
ue
CI0SAL \ |2 CC2540DK-mini Keyfoh Slave
H= COPROFILES ! @ettings

acceleram... M e I:..E':.-'F::uh[.-r::rruzu.r::l.-'-.".-'-.l

F— [2] acceleram... : :
hattery.c

— ¥ battery.h =l

Desktop

KeyFobDema

Keodemo |
*| Path ﬁ' %

My Documents

File hame: IKeyFobD EMM0. S j Opeh I
Files of type: I\-\-"orkspace Files [* ewaw] j Cancel |

= Build Find in Files

Ready [ ’_ ’_ ’_ A

L
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http://processors.wiki.ti.com/images/e/ec/Keyfobdemo.zip

Lab #3.2 — Accelerometer and IAR

% BTool - Bluetooth Low Energy PC Application {¥1.02a}) - [COM3] k =10l =
Device
Start Btool

=] C=DM3 Durnp[Fx): ;I Discover / Connect  Read / Write | Pairing / Bonding I Adv.Commands I
B} Part Info 04 FF 13 05 06 00 00 FF FF FF FF FF FF 00 00 50
i L. PORT: COMZ 0000000007 00 7 Characteristic: Fead
Scan and Connect Faoe 760 -
EI Di Flaur ?untlo\: CTS/RTS [?2] c<Twy - 03:32:19.094021 c " IHead Characteristic Walue / Descriptor j
. evice Info -Type : 01 (Cammar
erte a “ 1 ” tO 0X002 1 tO ena b I e th e T L BDADDR: 30208784 e COMFDIZ (AT WiiteReq] IEhala:tenstu: Value Handle ISlarl Handle
H -Drata Length - 0807 (7] byte(s) 00000 00001
Connechion Info: .
acce I erometer £ Handle: 00000 gg;’;t‘jgd'e : 3:330[5 [D?] Characteristic ULID End Handle
L. Slave BDAFFFEFFFE fl Command - 0400 [Mo) | 00:00 [ 0uFFFF
. « ” \Hfalndle 370021 (33)
Write a “01 00”to 0x0028 to enable the X CunT _
. e . 0112 FD 07 00 00 00 00 21 00 01 Value I~ ASCH " Decimal % Hex
axis notifications |
[33]: <Fw - 0332:20.020 Status .
_r" = -Tvpe : 0#04 (Event) E3|
Move the keyfob to generate notifications. Elenicese 04T (1 LE Etven) J Lo |
-Data Length : 0=0E [B] bytes(s]
Event - 0R0B7F [GAP_HCI_E stentionCon
Statuz : 0=00 [Success)
OpCode COWFD1Z [BTT witeRieq) Characteristic W/iite
D[):r:‘a&;:]g.m o0 Characteristic: \ alue Handle
04 FF 06 7F 06 0012 FD 00 0x0021
[34] : <Rx> - 03:32:20.145
-Type - 004 (Event) Walue = ASCH % Decimal ' Hex
-EventCode . 0#FF (HCI_LE_E=tEwent)
Data Length 04D [E] butesls) I 1
Ewent 00513 (AT T wiiteR zp) Status
Statuz - 0800 (Success) wiite
ConrHandle - 00000 (0] | Success
PduLen - 000 ()
DumnplF): had
4| B K | _'l_l
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Lab #3.2 — Accelerometer and IAR

Enter 0X0029 in handle field

Click Read and change to ASCII
You should see Accel X-Coordinate

Change this in code with IAR.

% BTool - Bluetooth Low Energy PC Application (¥1.0Za) - [COM3]

=10l

Device
S| ':,DM3 I ;I Digcover / Connect  Read /white | Fairing / Bonding I Ady.Commands I
B Part Infa I[58] CTwy - 03:47:34.543
PORT: COM3 -Type : 001 [Command) r— Characteriztic Read
Baudrate: 57600 Opcode : OeFD0A [ATT_ReadReq)
audate: 57 Datalength 0xD4 [4) bytel3) Sy lATEzilE
5 HD"’T ?ontrol. ETS/RTS Eong'l_l andle : gﬁgggg {g]” IHead Characteristic Value / Descriptor j
- Device Info: andle Ol L
- BDADDE: 202072 |Dump(Tsk Characteristic Yalue Handle Start Handle
& Connection Irfa: 01 04 FD 04 00 00 29 00 | 020029 | oxo0m
i Handle: 00000 Characteristic UUID End Handle
Slave BDAFFFRFFFE (53] <R - 0341-35 043 | 00:00 | OsFFFF
-Type : 0404 [Event]
EventCode . OwFF [HCI_LE_EwtEwent)
-Data Length - 0406 [B) byteslz) )
Event - 04DG7F [GAP_HC)_EstentionCor Value & ASCH " Desimal C Hex
Status : OR00 [Suecess) I Accel ®-Coordinate
OpCode : OlagD0A [ATT_FeadReq)
Datalength - OO (0] Status » o
Durnp[R=): ea
|04 FF 0F 7F 05 00 04 FD 00 | Sueeess 4|
I!?BL:HH} el :3:5'0253 [Event) i Characteristic ‘Write
EwentCode - 0xFF [HCI_LE_E®tEwent] L
Data Length - D18 [24] bytesls] Characteristic ¥ alue Handle
Event : 00508 [ATT_ReadRsp) 00028
Status - 000 [Success)
ConnHandle - 00000 (0]
PduLen C0412(18)
Walue 41 6363 B56C 2058 2D 436F ¢ Value  asC " Decimal & Hex
Diurnp[Rx):
04 FF 18 0B 05 00 00 0012 41 63 53 55 6C 20 58 | 0o
2D 43 EF BF Y2 B4 B3 6E B1 74 ER Status
Wiite
| Success |
| D B | | 2
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Lab #3.2 — Accelerometer and IAR

handle | handie | Type I@
[ (hex) 1 (dec) | (hex) L Vaue (default) Permissions Notes
y y Start of Accekrometes|
_g(s 31| 0x2800 GA Wi OFFAD GATT, ) |Sevice
0A (readiw rie permissions) A ccelerometer enable
H 020 32 | x2803 GATT_CHRA UuD 2112"::«%022" GATT mn‘
Portion of KeyFobDemo R T
application table showing B o
24
accelerometer GATT table. oz | % oaom recam e
24 00 (handie 0x0024) characterisic
| 023 | 35 |0x2803| GATT ORRACTERUUD  |A2FF (LUD OxFFA GATT. dectaration
24 36 | OxFFA2
e h= A ccalerometer X-
10 (not¥y permission) cocrdnate
27 00 (handle 0x0027) Characteristic
026 38 | 0x2803 GATT_GHRA LD A3 FF (LD OxFFA GATT dectaraion
27 39 | OxFFA3
028 40 | 0x2902
| x29 | 41
A ccelerometer Y-
10 (notfy permission) coxrdnade
28 00 (handie 0x0028) Characteristic
| o2a | 42 GATT. A4 FF FFA TT
28 43 | OxFFA4
| o2c | 44 | i@
™20 | 45 | 0x2901
A ccelerometer Z-
10 (nottfy permission) courdnate
2F 00 (handie 0x002F) characteristic
M2E 46 | 0x2803 GATT_O#RA LD AS FF (LUD OxFFA GATT dectaration
| O2F | 47 | OuFF
30 48 | x2002
31 49 | 0x2901
3 TExas
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Links

Tl Bluetooth, overview, link to Dual mode, data sheets  www.ti.com/bluetoothlowenergy

BLE Stack and tools www.ti.com/blestack

CC2540 Datasheets, application notes www.ti.com/cc2540

Hardware sharepoint http://srvoswod34.norway.design.ti.com/wiki/CC2540 Project
LPRF Wiki Page — Keyfobdemo source http://processors.wiki.ti.com/index.php/Category:LPRF
SmartRF Flash Programmer http://focus.ti.com/docs/toolsw/folders/print/flash-

programmer.html

Bluetooth SIG http://www.bluetooth.com/English/Products/Pages/low energy.a
SpX

Fee Ve )
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Documents

Quick Start Guide http://focus.ti.com/lit/ml/swru272/swru272.pdf

Mini Kit User Guide http://focus.ti.com/lit/ug/swru270a/swru270a.pdf

Software Development Guide http://www.ti.com/litv/pdf/swru271

CC2540 User Guide http://focus.ti.com/lit/ug/swrul91b/swrul91b.pdf
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Data Sheet

FEATURES

True Single-Chip BLE Solution: CC2540 Can
Run Both Application and BLE Protocol Stack,
Includes Peripherals to Interface With Wide
Range of Sensors, Etc.

6-mm * 6-mm Package
RF

— Biuetooth low energy technology
Compatible

— Excellent Link Budget (up to 97 dB),
Enabling Long-Range Applications Without
External Front End

— Accurate Digital Received Signal-Strength
Indicator (RSSI)

— Suitable for Systems Targeting Compliance
With Worldwide Radio Fregquency
Regulations: ETSI EN 300 328 and EN 300
440 Class 2 (Europe), FCC CFRA4T Part 15
(US), and ARIB STD-TG6 (Japan)

Layout

— Few External Components

- Reference Design Provided

- B-mm x 6=-mm QFN40 Package

Low Power

— Active Mode RX Down to 19.6 mA

— Active Mode TX (-6 dBm): 24 mA

- Power Mode 1 (3-us Wake-Up): 235 1A

- Power Mode 2 (Sleep Timer On): 0.9 pA

- Power Mode 3 (External Interrupts): 0.4 nA

- Wide Supply Voltage Range (2 V-3.6 V)

— Full RAM and Register Retention in All
Power Modes

Microcontroller

- High-Performance and Low-Power 8051
Microcontroller Core

— In-System-Programmable Flash, 128 KB or
256 KB

— B-KE SRAM
TI confidential information - Strictly Private

* Peripherals

— 12-Bit ADC with Eight Channels and
Configurable Resolution

- Integrated High-Performance Op-Amp and
Ultralow-Power Comparator

— General-Purpose Timers (One 16-Bit, Two
8-Bit)

— 21 General-Purpose I/O Pins (19% 4 mA, 2%
20 mA)

— 32-kHz Sleep Timer With Capture

- Two Powerful USARTs With Support for
Several Serial Protocols

— Full-Speed USB Interface

- IR Generation Circuitry

— Powerful Five-Channel DMA

— AES Security Coprocessor

— Battery Monitor and Temperature Sensor

— Each CC2540 Contains a Unigue 4B-bit
IEEE Address

« Development Tools
— CC2540 Mini Development Kit

- Royalty-Free Bluetooth low energy Protocol
Stack

— SmartRF™ Software

— Supported by |IAR Embedded Workbench™
Software for 8051

APPLICATIONS

« 2.4-GHz Bluetooth low energy Systems
* Mobile Phone Accessories

« Sports and Leisure Equipment

* Consumer Electronics

* Human Interface Devices (Keyboard, Mouse,
Remote Control)

*« USB Dongles
* Health Care and Medical
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