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Agenda &—/

> Flexible and Adaptable ModusToolbox Solutions ©
> Overview of the ModusToolbox design goals & philosophy

»  Live walk through and demo of ModusToolbox v2.1
— Sneak peek of the coming ModusToolbox v2.2

» A real-world ad-hoc, continuous integration and deploy system example
— Using ModusToolbox make with git and Jenkins

> What's more?
— Cirrent 10T Network Intelligence (INI) and Mobile App Intelligence (MAI)
— Cirrent INI & MAI demo



Flexible and Adaptable
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Solutions

SDK Tools

Build System Host OS

ModusToolbox Solutions

Embedded

Software platform
enabling lowest
power MCU

applications with
industry-defining
CapSense library
delivering best-
performing HMI.

Unique solutions to meet customer needs

3

Bluetooth
Stack

Most widely-
deployed stack
for audio, beacons
and trackers, hid

devices, smart
watches, medical
devices, and home
automation.

dws
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loT

Amazon-qualified
PSoC devices in
the FreeRTOS

ecosystem enable
secure, low-power
access to the AWS
loT Core cloud
infrastructure

arm
PELION

Pelion loT device
management, in
the Mbed OS

ecoystem, uniquely
enhanced by
Infineon CapSense
and Bluetooth
software.

AnyCloud

Flexible solution
for AWS, AliOS,
Azure, or other

cloud - based on
the industry-
standard
FreeRTOS kernel
and lwIP TCP/IP.

Cloud Connected Solutions

The right solutions for customers built into ModusToolbox
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ModusToolbox Design Goals

» Flexible
— You can use any resource in your AnyCloud Solution Libraries

own workflow
I I

» Comprehensive
— It has the resources you need

> Atomic
— You get just what you want
— Minimal dependencies among the
many resources

> There’s a lot of meat here...
— Our focus is mostly on tools
— And the build infrastructure
- We'll talk a bit about all of it




What It Does and How It Works

>

>

A folder with everything you need for the project — a lot of magic here

Includes board support packages (BSPSs)
Every release of every library is readily available

Device, CapSense, QSPI, Smart I/0, USB, Bluetooth, Segment LCD
IAR Embedded Workbench, Keil uVision; Visual Studio Code, Eclipse

You can do all the above (except IDE Export) from within the Eclipse IDE

(infineon
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Using offline content &—/

»  If a network connection to online resources is not available, you can download a copy of all
manifests and content, and then point the tools to use this copy in offline mode.

> Download ModusToolbox v2.1 offline package, password wvg3 (thanks a lot, Hao)
> https://pan.baidu.com/s/1KKgTFx8DTduizZGdwzZBwQ

»  Extract the modustoolbox-offline-content.zip file and put it into your home directory, for example
on Windows, under SUSERPROFILE/.modustoolbox/offline

> To use the Project Creator GUI or Library Manager GUI in offline mode, select Offline from the
Settings menu

> To use the Project Creator CLI in offline mode, execute the tool with the --offline argument. For
example:
- pr(‘))ject—creator—cli --board-id CYSCPROTO-062-4343W --app-id mth-example-psoc6-hello-world --offline

> To execute the make getlibs target in offline mode, pass the CY_GETLIBS OFFLINE=true
argument:
— make getlibs CY_GETLIBS OFFLINE=true

> Once network connectivity is available, you can use the Library Manager tool to update the
ModusToolbox project previously created offline to use the latest available content.


https://pan.baidu.com/s/1KKgTFx8DTduizZGdwzZBwQ

& Project Creator 1.1 - Choose Board Support Package (BSP)

Settings  Help
.
Create a Project L‘
Kit Name - MCU Connectivity Device
* P5oC 6 BSPs
CYBCKIT-D62-BLE CY¥8CE347BZ1-BLD53 <none>
) CYBCKIT-06252-43012 CYBCH24AB 44 CYWA43012C0WKWBG

47 54 CYW4343WKUBG
CYBCKIT-064B052-4343W  CYBOGMABZI-52D44 CYW4343WKUBG
CYSCPROTO-062-4343W  CY8C624ABZI-D44  CYW4343WKUBG
CYBCPROTO-06253-4343W CY8C6245LQI-53D72 CYW4343WKUBG
CY8CPROTO-063-BLE CYBLE-416045-02  <none>
CYBCPROTO-064B053 CYBOB445L0I-53D42 <none>
CYWIPE251-43012EVB-01  CYBCE247FDI-D52  CYWA43012TCOEKUBG

— Put it where you want POCE GRERC | CYACRRATRR BLDS3 <nones

— Click Create

infineon

The PSoC & WiFi-BT Pioneer Kit is a low-cost hardware platform that enables design and
debug of the PSoC 62 MCU (CYBCE247BZ1-D54) and the Murata LEEESKL 1DX Module
(CYW4343W WiFi + Bluetooth Combo Chip).

Kit Features:

*BLEv5.0

* Serial memory interface

*PDM-PCM digital microphone interface
* Industry-leading CapSense
*Full-speed USB

 [EEE 802, 11a/b/g/n WLAN

Kit Contents:

* CYSCKIT-062-WIFT-BT evaluation board

*TFT display shield with a 2.4 TFT display, light sensor, 6-axis motion sensor, and
digital microphone

*USB cable

— Automatical |y g ets eve ry Coreasefuly aeaared the nfarmaton.

Processing super-manifest https:/fgithub. com/cypresssemiconductorco mth-super -manifest raw/v 2.X fmtb-super-manifest. xml...

100% -

Summary:

I i b rary an d eve ry fi Ie S — B8 Project Creator 1.1 - Select Application - O x

Settings  Help

) @ Location: C:/Usersfiett/mtw

Enter filter text

Cryptography AES Demonstration
Cryptography SHA Demeonstration
Cryptography TRNG Demoenstration
CSDADC
) Dual-CPU Empty PSoC6 App

Empty 6 A
Emulated EEPROM
emWin E-Ink FreeRTOS
emWin OLED FreeRTOS

— You can pick multiple examples b

12C Master
12C Master Ezl2C Slave

— You can share libraries among projects | s

BSP: CYSCKIT-062-WIFI-BT

Template Application: Empty PSoC6 App
New Application Name: MyEmptyApp
Location: C:/Usersfjett/fmiw

@

Application Name: |MyEmptyApp h

Browse...

L* This empty application provides a template for creating applications using PSoC & devices,

Press "Create” to create "MyEmptyApp™ application.

< Back | Create ‘ Close




Project Creation Background

>

Based on that application’s makefile, and its associated .lib file(s) Reads the BSP .lib file

You don’t need to know dependencies
But you learn what's required

[ TARGET_CY8CPROTO-062-4343W.lib

ttps://github.com/cypresssemiconductorco/TARGET CYSCPROTO-062-4343W/#latest-v1.X]

make getlibs parses the first .lib file and gets files Fetches that repo,

Search recursively for .lib files
Parse those and get files
Lather, rinse, repeat until done

Call them .mtb files
In a deps folder (dependencies)
Instantiated libraries are in the lib folder

finds these .lib files

M capsenselib
core-lib.lib
psoctcmOp.lib
psocthallib

psoctmake.lib

[ e R e R R

psocépdlLlib

Libraries can be shared — so each app doesn’t have its own complete set
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All on GitHub &—/

)
— https://github.com/cypresssemiconductorco
— You don’t need to clone or copy any library

- E.g. the make infrastructure, hardware abstraction layer, driver libraries, etc.

— The BSP automatically gets all the low-level resources a board needs

— CapSense, Bluetooth, FreeRTOS, BLE, MQTT, WiFi Connection, Secure Sockets, etc.

— Example applications automatically include all necessary libraries


https://github.com/cypresssemiconductorco

ModusToolbox make

— e.g. Autodiscovery of source files

— getlibs, IDE export, create your own BSP, etc

— Define values for one or more variables
— Set the variable value and go

— e.g. TARGET, TOOLCHAIN, APPNAME, etc.

— You can even add your own make target(s)

32 TARGET=CYSCKIT-062-WIFI-BT

35 APPHAME=mtb-example-psocé-empty-app

44 TCOLCHAIN=GCC ARM

50 CONFIG=Debug

=7 # If set to "true" or "1", display full command-lines when building.
53 VERBOSE=

P BB U LR U LR R R R R R Ry
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

# Name of application (used to derive name of final linked file).

# Name of goglchain to use. Options include:
"
$

# See also: CY_CCMPILER PATH below

# Default build configuration. Cptions include:

# Debug -- build with minimal optimizations, focus on debugging.
$ Release -- build with full optimizations

— From command-line or Ul, the very same thing happens



Library Manager

— Some Ul changes for shared libraries

> NOTE: Our examples use the “latest”,
it's easy to lock on a specific release

infineon

Library Manager 1.2

Settings  Help

Enter filter text

BSPs Libraries

MName -
v Abstraction Layers
» Board Utils
v BT Middleware libraries
= PSoC 6 Base Libraries
v core-lib
V| psocbemip
V| psocthal

¥ WiFi Middleware libraries

CIIECRINIG 1T TSI TSt s ag
Getting manifests from remote =

FRRERRRRARARARRERRRR

Processing super-manifest https
Successfully acquired the inform

Reading project {C: /[DemoSpace,
Successfully acquired project infi

Directory:  |C:/DemoSpace/Hello_World
Project: C:/DemoSpace Hello_World

Active BSP: | CYSCKIT-062-WIFI-ET

Version

Latest 1.X release
Latest 1.X release
Latest 1.X release

1.3.0 release
1.3.1 release
1.4.0 release
1.4.1 release
1.5.0 release
1.5.1 release
1.5.2 release

1.6.0 release

©

1.6.1 release

psocapdl

= O X
Browse...

-

-

The PSoC & Peripheral Driver Library (POL) integrates device
header files, startup code, and low-evel peripheral drivers into a

single package.

Version details: Latest 1.X release

v| psocBmake Latest 1.X release
bl psoctpdl Latest 1.X release
v P5oC & Middleware

rco/mtb-super-manifestfraw v 2, % /mtb-super-manifest-fv 2.xml. ..

Update Close




Configurators (e.g. the Device Configurator)

ﬁ C:/DemoSpace/Hello_World/libs/ TARGET_CYBCKIT-062-WIFI-BT/COMPONENT_BSP_DESIGN_MODUS/design.modus™ - Device Configurator 2.1 — O *

» Each generates code EE—

CYBC5247B21D54 | CYW4343IIKLBG |
Periherals | Pins | AnalogRouting | System | Peripheral-Clocks | DMA |

MName

B ycta.c |Enberﬁ|hernext.‘. gz|? % 2@ QaQ-s?
B cycfg.h Resource Mame(s)

D cycfg.timestamp Debug |cpus;,0,dap,0

g cycfg_capsense.c
Iﬁ cycfg_capsenseh
g cycfg_clocks.c

g cycfg_clocks.h

g cycfg_notices.h
g cycfg_peripherals.c
g cycfg_peripherals.h

g cycfg_pins.c CLK_ HF2 |sr;s,0,c\ock,0,hfclk§
g cycfg_pins.h CLK_HF3 |sr;s,0,c\ock,0,hfclk

[&f cycfg_qspi_memslot.c
g cycfg_gspi_memslot.h
g cycfg_routing.c
[ eycfg_routing.h
[& cyefg_system.c
& cycfg system.n
D gspi_cenfig.cfg

4]

- ¥l System Clocks |sr;s_0_c\ock_0

» FLL+PLL
= High Frequency

b Input
b Miscellaneous

| srss_0_power_0

CLK_FAST |srss_0_clock_0_fastel

CLE_HFO |;r;s_0_c\nck_0_hfclk
CLE_HF1 |sr;s_0_c\0ck_0_hfc|k

D CLK_HF4 |srss_0_duck_0_hfc|k
CLK_PERI |[srss_0_clock_0_peric
CLK_SLOW | srs5_0_clock_0_slow

CLE PATHE

CLK_PATHI

CLE PATHA

CLE_PUMP

Motice List

B®

Description

[«

Location

The 'Clock Signal' parameter must not be empty.

CY3CH247BZ1-D54: TCPWM(D] 32-bit Counter 0 [Clock Signal]

CY8C6247BZ1-D54: FLL

o \ * | The persenality 'FLL-1.0, instantiated at 'FLL', can be updated.
i ELW

= The litw 'PLI-10 instantiated at 'PLL' ran he undaterd

Ll

CVARCARATRYI-N54: P11
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Pick Your IDE &——/

)

— make ewarm8 TOOLCHAIN=IAR

— make uvision5 TOOLCHAIN=ARM

- make vscode € uses the default GCC TOOLCHAIN

- make eclipse € for some other Eclipse IDE, not necessary for our IDE
)

— Details vary per IDE on what to do next
— The make command tells you what to do

= Generating IDE f

Generated TAR Project connection file: m

Instructions:
1. Open IAR EW
2. Proj at A t...-=Empty project

oject

. Navigate to the app directory and open the .1pcf




EXAMPLE: Create a Custom BSP

— make help CY HELP=bsp

ET_GEN b n th rent TARGET. The TARG

define t arg (DEVICE_GEN) anc

— make bsp TARGET GEN=NewBoard DEVICE GEN=CY8C624ABZI-D44
ADDITIONAL DEVICES GEN=CYW4343WKUBG

afineon

MName

COMPOMENT_BSP_DESIGN_MODUS
COMPOMNENT_CMOP
COMPOMNENT_CM4
docs
libs
ui- cybsp.c
Ej" cybsp.h
ui" cybsp_types.h
EULA
LICENSE
ui- MyMewBoard.mk
' README.md
* RELEASE.md
uj’ systern_psoch.h

= -
L]‘ version.ml




ModusToolbox in a Continuous Integration/Deployment Environment

>

Headless Ubuntu 18.04 server with:
- Gitlab

- Jenkins

— ModusToolbox 2.1

Target hardware is CY8CKIT-062-WIFI-BT

Jenkins build requires two commands
Very familiar to any ModusToolbox command line user

video

Build

Execute shell

Command  make get
make p

(N
3
23

See the list of available environme

oo
mE
m

nt vari

libs CY_TOOLS_DIR: me /keith/Ms
e pragram CY_TOOLS_DIR: me/kei

et
55

28
a8
cc

iables

2
=
g8
g8

29
88
2R
w



https://event.on24.com/wcc/r/2544942/7FE7D81F5795029A9254343ED71859F2

infineon
Some CI challenges &—/

— Installed Jenkins and gitlab on same server
— Took a bit to get Apache (web server), Jenkins, and gitlab all to play nicely
— Otherwise mostly searching and configuring

— Permissions for USB devices in /etc/udev/rules.d for openocd

— All the various enables and such in Jenkins/gitlab project
- Gitlab “push webhooks” for example

Webhook

— ...but | managed to get it working
— If your team includes devops, it should be easy
— You should use secure techniques!
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Why Continuous Integration/Deployment &—/

— As “embedded development” connects more to the software world, techniques blend

— A push/merge to master will create the “golden” hex
— Central location for this one source of truth

— ClI systems can launch test scripts

Build Triggers

O Trigger builds remotely (e.g., from scripts)
[ Build after other projects are built

[ Build periodically

®©© o0

Build when a change is pushed to GitLab. GitLab webhook URL: http://urack.local:3080/project/webinar-example




Summary

)
— Pick your host OS, your IDE,
— Create your project, manage your libraries and versions
— Work in a GUI or from a command line
— Use resources in your own workflow
— You can script it all, drive continuous integration or automated regression testing

— It has the resources you need, hundreds of repositories on GitHub
— You can get just the resources you want

— We provide an outstanding, flexible, project creation and build system
— If you want, you can completely ignore it

— Go to GitHub, get the code you need, put it on your company server
- Useit
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Learning Resources & Links k—/

»  Download ModusToolbox

> Software on Silicon Blog
- It's Make Time
— One Build to Make Them All
> Running ModusToolbox from the Command Line
> Managing the Makefile (KBA in the Cypress community)
> ModusToolbox User Guide
- The make system, custom BSPs, manifest files, exporting to IDEs, and more
> ModusToolbox Enablement Software Overview (on GitHub)
»  Code Examples for ModusToolbox Software (on GitHub)
- All found automatically by the Project Creator
> Other Documentation
Project Creator Guide
Library Manager Guide
Device Configurator Guide
Eclipse IDE for ModusToolbox User Guide



https://www.cypress.com/MODUSTOOLBOX
https://community.cypress.com/community/topics/cypress-community-blogs/software-on-silicon-blog/blog/2020/07/21/its-make-time
https://community.cypress.com/community/topics/cypress-community-blogs/software-on-silicon-blog/blog/2020/08/04/one-build-to-make-them-all
http://www.cypress.com/ModusToolboxCommandLine
https://community.cypress.com/docs/DOC-18994
http://www.cypress.com/ModusToolboxUserGuide
https://github.com/cypresssemiconductorco/psoc-6-middleware
https://github.com/cypresssemiconductorco/Code-Examples-for-ModusToolbox-Software
https://www.cypress.com/ModusToolboxProjectCreatorGuide
https://www.cypress.com/ModusToolboxLibraryManagerGuide
https://www.cypress.com/ModusToolboxDeviceConfiguratorGuide
https://www.cypress.com/MTBEclipseIDEUserGuide

)

What’s more?

Infineon

Cirrent

loT Network Intelligence
(INI)

Mobile App Intelligence
(MAI)

User Application

ModusToolbox Software
For MCU and For Mbed OS For Amazon
- Bluetooth SOC FreeRTOS
Build System
Infrastructure _ ‘ AwS loT ‘
Program & _ ‘ Secure Sockets ‘
DTSRI | capsense L weA
i-Fi
ccie 0z | [ SB0RR ] s
[ee | || ooweme | [ me |
Configurators ‘ ‘
Tools
Utilities

Included in the
ModusToolbox Installer

Delivered by Delivered by a
- Cypress on GitHub I:l

ALY




@ Cirrent

ldentify & Solve
Connected Product
Issues Faster

Gartner




MAKING YOUR PRODUCTS EASIER TO USE, MORE RELIABLE, MORE SECURE

Connected Product Experts

Cirrent is 100% focused on solving problems plaguing
loT products, including connectivity issues. We help you
deliver better products, faster with our purpose-built
solutions.

Full Stack Expertise
Leaders in Wi-Fi Chips and strong expertise in
embedded, app and cloud software

A SUBSIDIARY OF

@Cirrent (infineon € Cirrent



CUSTOMER EXPERIENCE IS CRITICAL AND YOU HAVE NO VISIBILITY

33% of consumers said ease of use is the key factor when Cause of Negative Reviews

buying an connected product

Yet 83% of consumers have difficult connecting their o
devices 25 A)
Connectivity
Worst setup experience 3.50utof 5stars ~
of any connected device
| have used. 5 star :I
4 star
We could not make this 3star [J ] 14%
product work. We each U @ —
2 star Initial Setup

tried for days and days.

1star | ]

Lack of visibility to devices in the field makes it hard to debug issues



PROBLEMS THROUGHOUT YOUR PRODUCT LIFECYCLE

Long and unpredictable
cycles 2 60%+ projects
delayed

Challenging debug
process

Bugs escape to the field

Slow rollout of patches
and new features

Hard to do A/B testing
and rollbacks

Bugs escape to the field

No visibility into devices in
the field

Hard to solve customer
issues like onboarding -
bad reviews, lower sales,
returns

Challenging debug process

Pre Launch

v

v

Post Launch



VALUE OF THE CIRRENT PLATFORM

Cirrent

Reduce Development Cost

Quicker problem identification and solution

Make better, data-driven decisions

Accelerate Time to Market

Focus engineering on high-value product features

Deliver quality products faster

Optimize Customer Experience
Better user experience

Reduce negative reviews and product returns

€3 Cirrent



CIRRENT PLATFORM IMPROVES YOUR CONNECTED PRODUCTS

* Monitor onboarding issues
with mobile apps

* Measure where users drop
off in mobile app

* Improve connection rates
by fixing issues

* Measure impact after fixing
issues

loT Network Intelligence

Application Performance
Monitoring

Monitor application code
issues using Custom Events
Monitor system resource
usage

Measure impact of each issue
Diagnostics to get system logs

Network Performance
Monitoring

Identify and prioritize network
problems
Discover shared attributes of
impacted devices
Measure impact on customers
Diagnostics to dig deeper



HOW THE CIRRENT PLATFORM WORKS

Your Product )

N\ e p
@ Cirrent Agent @ Cirrent Cloud
Custom Edge AnaI tics Machi Dat
Application | Events Processmg g Events Y @{g} achine @ ata
Code [ Attributes Engine Learning IS7] | | Storage
Measuremen \
Diagnostics ( ) e N
Datg Collection ‘.“ Benchm'arkmg & D Data Compression Reports f
Engine L i Correlation Engine =
\§ J \§ J g J
———/ \ ,1} J
A A
System OS
S
25+ events pre-built
Your Mobile @ Cirrent App SDK Mobile Events 15+ attributes pre-built
A
pp Attributes

€3 Cirrent
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Cirrent Mobile App Intelligence (MAI) App Inspector

'- Moo, @ o x Omm'-w«'i:mvvyOm..Tdmm T:mT-mToamTomTﬂmT-mi-m\'anaT.wu'ecmvemm
€E2C 08

inspecton/step ~ 247D B0 METICS ~CO0ARC Wa_blastnorh blastooth twmed offilstartDate- 2020 U/ Zsnsaaconaooy v B O » @
0 FlaldTestig19drment com =
App Inspector
+ 738 fimers. Reset 20200726 02008 X
Onboarding Steps

Stop Ereakdown

£ind Devices Connect Via

By Attribute App List App Deop Dive

o e To oo T o o oo (R
€ 2C 08 Inspecton/step k 124, o i
2 Connect Via Blustooth

preet v blustoath blustoath rared offestantate- X007 25, %« B O » @

faiure: 12 FialdTes1 181D drrentcom =
App Inspector
Conmect Via Buetooth « M Fhers Reset 202007 26 0200828
Onboarding Steps Step Breakdown By Attribute App List App Deep Dive

1 Find Devices Get Device Info 2 Connect Via

l- Moo, @ o x Qunm'-w\T‘ nm‘]ﬁw-.?dmn?. wi-s«mvioamToanﬂmmT-mT-mr

Send Credentials Setup Device

- Failed To Find Device: 23 s.

failed _to_find device:9 |

Fallt 10 e v

toranan serdce Dihind bt brcess W
Inseruptad

Exit Status

Sawal X
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Cirrent Mobile App Intelligence (MAI) App Deep Dive

I-Mm Qwx 9u—-u,-uun|/ma\0m | P Bt | 2 tncw

S

5

[¥ Zipkey-Android-App-master ICWMWWMWWMWWM \app\s

PSR

P

suthe | w Introc | s Lepes | G neres

cC o & k spector/ 1 dTes 182540 ment o ount=1247 &isEndDateNow=trueSstarDate=2020-0
sdk 110
phone_model samsung SM-A6060
cnboarding_type e
app_version 147
dovice i FieldTest192
L
O o 6d0835a-1222 47ed-a33c d280624765h3
Step Duraticn Next step.
0 Start Onboarding 2000 1 Find Devices
1 Find Devices 17000 2 Canrwet Via Blustooth
2 Connect Via Blustooth 6000 3 Get Device Infa
3 Get Deice Infs 10000 4 Setup Device Manually
4 Setup Device Manually 20000 % Send Credentinls Via Blustooth
5 Send Credentials Via Bluetooth 5000 6 Perform Bind Process.
6 Purtorm Bind Process 2000
o

typelde paf

Onboarding 10: 854eb5e3e4aa06a0 2f72b35h 1cch 4dsf 98l 3zbefff24efa Reason Code: Onboarding Process Was

Interrupted

Step Duraticn Next step

oz

g L) this =
i % =l inflater = (C
container =
- i e Mat
(o] 5 savedinstanceState =
agme ‘android! 18 2

& p : » P view = [Relat
XeCute 439, BackStackRe androidx.fragmer 4

-% = ¥ 9" 90 b 0o mobilelntelligenceCallback = (BaseFr
xecuted 3, FragmentMan (androidx.t

2 ' tMa r

* A te1824

Qyfind > girun |

() Install successfully finished |nv 19s 435 ms. (today 3:30 PM)

7-25T16%3IA00%IA00.000Z

elayo

| & ppo y.w» |acm«

FleldTes1131 Sclrrent.com =

Time: Wed, 2020-08-26 03:38:28 pm

Time: Wed, 2020 08 26 03:37:13 pm

12155

ut@1215
null

2157} “androidwidget

ment$1@

_ter, ViewGroup container,

256a V.E.-... .1 0,0-0.0)"

fragmentFindDev java [3pp) - Android Studio | T e THs.
* Bo»O A = oapp v | [ samsung SM-AG060 ¥ P Ea ot x NDe Q
- ionjava © LoginFi java - xml © HomeActivityjava € BaseActivityjava

LigrophytaoyoutInfiater@12155 container: “android.widget

itate) {
it . fragment_find_device_Lloading, container,
riew.findViewById(R.id.logo)); wview:

eState

null

savedInstanc

attachToRoot: false); Pandroid.widget . Relativet

out {d3f

view:

"android.widget.Relativelay

true, enableBackArrow: false

title: **);
, mobileIntelli

nceCallback

e

"@_start_onboarding"”, CirrentApplication.getAppContext(),

se "1_find_devices", CirrentApplication.getippContext(),

k. FindD >

“android.widget Framelayout{353b755 V.E..... ... ID 0,0-1080,1955 #7f090079 app:id/content_frame)"

© Plugin Update Recommended
Android Gradle Plugin is ready to update.

4240/0x3 9F4 A0 [

€ Event Log @ Layout lnspedov




Cirrent 10T Network Intelligence (INI) Console

l.:« wvexvo UT.‘ C

« C v @& consolecirentcom/homerfidAccount=19318&isEndDateNow=truedstartDate=2020-07-31T16%3A00%3A00.000Z

>

M1

Dashboard

Device Reporting £2

100 %

Problematic Routers

Included Products:

Comp | to h k: Cloud Printer (1129 devices, Average Score =

34.31)
Rauter

SUNMI_SUNMI router

LONGCHEER TELECOMMUNIL...
Hiaomi Communications Co L.
TP-LINK TECHNOLOGIES CO.,...
GUANGDONG OPPO MOEILE....
Zhejiang Tmall Technology C...

TP-Link_TL-WDR5620

Device
Count

1

1
1
1
1
1
1

Metwaork performance score

|<

# of Device Reporting

- - - - - - - - - - - - - - - - - - - - - - - -
2r|Qc|mwe| 2 | ms|Qc|er|lmi|mrn|mp|Gn|wu|@c|S8c|/HL|OF|Gd|ec|@c|l@r|@r hAlellGn’

o % B O x@:

harrischan20042014i2gmail.com =

2020-08-01 - 2020-08-31

ARRIS Group

TR-LINK ...

Devices

Device ID
N301203F4070.
M302201G4007
N302201G4047
N202203K4001
N302203K4016
N202P92854003
N202201G4036
N302201F4035

Evenit Count

47.83
47.83
47.83
47.83
4768

Router
TP-Link_TL-WD
TP-LINK TECHM

5P
China Mobile =
China Maohile
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CASE STUDY: MOBILE APP INTELLIGENCE

Products: Connected Appliances using Bluetooth for Wi-Fi onboarding

Low Success rate for onboarding on both iOS and Android

Onboarding takes too long

Onboarding By Phone OS ~ Success Rate by Phone and App ~
Os Phone Model App Version App Count Success Rate
e T e — AT T er s e —
android 9 Xiaomi Mi MIX 2 1.4.6 Build 40 ]
androld 9 samsung SM-G350U 1.4.6 Bulid 40 [ ]
androld 9 motorala mato g{7) 1.4.6 Bulld 40 | ]
Success rate los 13.4.1 iPhane12,5 14.6 | ]
android 8.0.0 samsung SM-GE35F 1.4.6 Build 40 | ]
android 10 Xiaomi Mi MIX 25 1.4.5 Build 40 ]
105135 iPhone12,5 146 ]
androld 9 HMD Global TA-1004 1.4.5 Bulld 40
androld 9 samsung SM-JE30FM 1.4.6 Bulld 40
android 9 samsung SM-G350F 1.4.6 Build 40
android 8.1.0 motorola Moto G (5} 1.4.6 Build 40
androic 10 Hiaomi Mi AZ 1.4.6 Build 40
android 9 samsuna SM-J530FM 1.4.5 Build 39
Onboarding Duration

——los —— Android

150

100

50

—~

May 03 May05 May07 May09 May1l May13 May1s5 May17

May 19

May 21
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CASE STUDY: MOBILE APP INTELLIGENCE

Fall Off By Onboarding Step

60%

L Main Issue: App cannot find device via Bluetooth

16%
Connect Via Bluetooth Select Network Bind Device Perform Bind Process Setup Device Manually Connect Via Bluetooth
Failed To Find Device Onboarding Process Was Onboarding Process Was Bluetooth Turned Off
Interrupted Interrupted

Using filters, confirmed that main issue exists in varying degrees across all iOS
and Android versions and all phone models




CASE STUDY: MOBILE APP INTELLIGENCE

Reduced top fall off
issue by ~60%

Increased
onboarding success
rate

App Deep Dive

Phona 08
Phone Model
Apg varsian

Riouter

Step
Stan Onboarding
Connect Via Bluetoath
Salact Natwark

Send Crodantials via Bluatooth

559014005

Stan Onboarding

Connect via Blustooth

Root cause: Device Bluetooth is not up while App is
trying to connect via Bluetooth

L

Deep dive into ApplD shows that Find Device works when

given more time by user retrying

Attributes
Android 8.1.0
Motaroka Moto G (5)
146
Negear
Comcast
Time: January 26, 2020 @ 03:42:28
Duration HNext Step
& seconds Connect Via Bluatooth
27 seconds Selact Network
14 saconds Send Cradentials via Blusloath
8 saconds End Onboarding Succass
Reason code: Faded to Find Devices Time: January 26, 2020 @ 03:41:63
Duration Next Stap
9 seconds ‘Cannect Via Blustooth
10 seconds End Onboarding Falure
Fix: Change app flow to allow for enough time for
Device Bluetooth to be up
\
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CASE STUDY : APPLICATION PERFORMANCE MONITORING

Products: Linux based Smart Camera and TV with INI installed

Normalize data

— High Cpu Usage

Big spike in High CPU Usage metric seen after OTA firmware update
to Smart Camera




CASE STUDY: APPLICATION PERFORMANCE MONITORING

By Attribute view revealed problem was limited to Smart Cameras.

By Environment

Device List showed significant % of Smart Cameras showed High CPU ; —
By Attribute Device List
Usage.
-
Device Type Name Ca Version Region Country
Smart Camera - WCM_1.34-rc-153-g... California -  devic... UsS -  devices (50...
devices (4123.15)
WCM_1.34-rc-151-g... Unknown - device... Unknown - device...
Smart TV - devic...
WCM_1.34-rc-1-g44... Kyiv City - devices... UA - devices (10...
WCM_1.34-rc-138-g... Kyiv - devices (9.15)

WCM_1.34-rc-166-g...
WCM_1.34-rc-152-g...
WCM_1.34-rc-118-g...

WCM_1.34-rc-130-g...

Root Cause: Code diff and several tests revealed bug (semaphore issue) in firmware

Router

NETGEAR - device...

ARRIS Group, Inc. - ...

Linksys_Internet Acc...

NortonCore_Nortan...

ASUSTeK Computer ...

Unknown - device...

Routerboard.com - ...

TP-LINK TECHNOL...

MikroTik_Router OS ...

SMC_SMCWEBR145-...

Customize

Router Brand Model
L
NETGEAR - device...
ARRIS Group, Inc. - ...
Linksys_Internet Acc...
NortonCore_Norton...
ASUSTeK Computer ...
Unknewn - device...
Routerboard.com - ...
TP-LINK TECHNOL...

MikroTik_Router QS ...

SMC_SMCWBR145-...
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CASE STUDY: APPLICATION PERFORMANCE MONITORING

Normalize data

—— High Cpu Usage

Fast time to
resolution:
1 day to identify
and solve the issue

Issue found in OTA firmware Rolled out new firmware
Rolled back to old firmware version with fix

@ Cirrent



CASE STUDY: INI NETWORK PERFORMANCE MONITORING
Products: Android based POS device with Wi-Fi and GPRS interfaces

MNormalize data

— Low Signal Strength = High Per = Dns Timeout Dns Error = Gateway Error — Wifi Mot Associated -— Gateway Internet Error

—— Bssid Switch = Network Performance

05/20/2020
B wifi Not Associated: 163.66

05/23/2020
Dns Error: 124.35

Problem 2: High metric count for DNS Errors

t Problem 1: High metric count for Wi-Fi Not Associated




CASE STUDY: INI NETWORK PERFORMANCE MONITORING

Problem 1: Device List shows that top devices have the same problem

' signature. Wi-Fi Not Associated count is same as Running count
Metrics Summary .

Events per day Time Window Last day Last 7 days Last 30 days

Dns Error 0 0 0 0
Valuable insights to bbbl ° ¢ ° °

save COStS Running 537.27 1320 28714 537.27
High Per 0 0 0 0
Wifi Associating 0 0 0 0
Gateway Error 0 0 0 0
Bssid Switch 0 0 0 0
Low Signal Strength 0 0 0 0

Wifi Mot Associated 537.27 1320 28714 5§37.27

{
Root cause: Device is connected via GPRS and not Wi-Fi Fix: App change to encourage users to stay on Wi-Fi

@ Cirrent



CASE STUDY: INI NETWORK PERFORMANCE MONITORING

Valuable insights to improve user experience

[ + Ast s [P ————
Over Time By Attribute | Device List By Environment
Shom s sy o ™
Geiceld dveags et Devics Tris Marne £ Diasution w b Comly e any 1 Version Meur outer Brun Model
haOEsan. CoudPimer  WEM124 iiarg 1 PREEMIT . Humei Tech_. | € si3a L wA034 | bueToch. P Teth
anzuman.  men CloudPrivtar WEMLLI Sichuan VUPRIEWPT..  Chinanst Shenches v0. | CH “3a P e w——
wanzanen mean Clrud v WEMLI - PUPRIFUBT.  Chmanst s o aa MmN RUNMLEIR. SURRALSR.
wanzeanTan.. CloudPrivtar WEM VUPRICWPT..  Chanat SERTNE. | oH a1 Lm0 BITNEME.  SHEMZNEN .
NaneamEes. | oasa ClouPrivear  WEM132 FUPRTFWPT.  CNDGmeRC.  GhnfrmeT. | Ok war NaNAA | BnePrmaT.  BnePime,
Wamamasn. | ez CloutFrivtar  WEMLI LT S — TR o aaa PRI TRUMkTI TR
Naneeeseo. | B8 CloudPriear  WEA1.24 FPREEWPT.  CHZGmepG.  Phosmmish. | Gk s Wm3I018 | PriemmiBh. Phcomn I8h
oz | SR CoudPimer  WEM124 1 PHEEMIT - Humei Tech_. | €N si3a 81014 b Toch
MR B3 ClodPrimer  WCMA3 FPREEUPT..  Chinanet Shenzhes¥O. | CH s3 Snenzhen 0.
eSS4l wemize 1 pEupT Chinatnica- g, ke o eaan pra—— Aele, i Apsle,
haomoEsan. | 43 Wiz 1 paEM MERCLRY o si3a scsinn Shi . MERCURYOL.  MERGURY. D1
naegnmo. | sea3 CloudPrivtar WEMLLI ER— 1 PREEMPT s Tach.. | oH 438 [r— LhuedI04 | bumeiTecn. W Tech.
aneantan. a7 Clrud v WEMLI f— o1 REEURT Mo Tach.. | oH pres Cornanpan 5 1101 o T Tk
anmmase. | amaz CloudPrivtar  WEMLLI ot przupT TPk prevs Fusho Lm0 TRk Tl TRLneTi.
waneamTan. | wnaa Clouprivear  WEM132 sating o1 PREFURT s ox taa7 At sk P PR Subaa_5in
o, anaa CloudPrivtar  WEMLLI T S — NuawEITES.. | oH e T [ —
aneRAdD. | H02 CloudPriear  WEM1,2 FUPREEMPT..  Chins Unea TRk o RN Pusrgdnwm  Lmmadadd | Te-linkTi- Th-Une TL-
[Ty s GoudPimer W1 FOPREEMIT. Gl Mo e o seuar Gungzhos waiiid | ZIEEESNVE 218 Eme
Nan0mean. 958 Cloudprimer WOM A8 Thiiarg #1 PREEUPT ChinaMoslo..  HUAWEITEC.. | oK 08 Hamgzhos L AI0N4 | RUMWEITEC.  RUAWE TEC.
D, | a7 Gloud wemaze e MPT. Gl b AEhCRCO. | e ssoe Ean— wAiA4 | RENOXGOMP.  KEROK CEN

Problem 2: DNS Error
Device List shows issue across multiple ISPs

Het

Metrics Over Time

Event count per device per day

Normalize
1500
Dns Errar: 1,176
1000
500
o . i =
May 18 May 21 24 May 27 May 30

Signature: Intermittent DNS Errors

Root Cause: Further investigation revealed config issue causing caching of stale DNS entries
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NEXT STEPS

Cirrent Platform Launch
Program

Applicable for companies launching new
products, apps or firmware.

Mobile App Intelligence

Get started quick! No changes to embedded

code -- only the mobile app.
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Part of your life. Part of tomorrow.



