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-MQTT

MQTT
• ISO (ISO/IEC PRF 20922) /

•

•

•

•

•

•

QoS
• QoS 0
• QoS 1
• QoS 2

MQTT

• MQTT v3.1.1 
• TLS 1.2

MQTT v3.11
• MQTT (QoS) 0 1

QoS 2
• IoT QoS 0 

ID
DUP 

•

https://docs.aws.amazon.com/zh_cn/iot/latest/d
eveloperguide/mqtt.html#mqtt-differences

IoT Core
• ODM ESP32-C3+2M RAM
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Lawfulness, fairness and 
transparency

Accuracy

Purpose limitation

AccountabilityStorage Limitation

Data minimization



Cloud Computing Compliance Controls 

Catalogue (C5)
🇩🇪 CISPE 🇪🇺 CIS (Center for Internet Security) 🌐

Cyber Essentials Plus 🇬🇧 EU Model Clauses 🇪🇺 CJIS (US FBI) 🇺🇸

DoD SRG 🇺🇸 FERPA 🇺🇸 CSA (Cloud Security Alliance) 🌐

FedRAMP 🇺🇸 GLBA 🇺🇸 Esquema Nacional de Seguridad 🇪🇸

FIPS 140-2 🇺🇸 HIPAA 🇺🇸 EU-US Privacy Shield 🇪🇺

IRAP 🇦🇺 HITECH 🌐 FISC 🇯🇵

ISO 9001 🌐 IRS 1075 🇺🇸 FISMA 🇺🇸

ISO 27001 🌐 ITAR 🇺🇸 G-Cloud 🇬🇧

ISO 27017 🌐 My Number Act 🇯🇵 GxP (US FDA CFR 21 Part 11) 🇺🇸

ISO 27018 🌐 Data Protection Act – 1988 🇬🇧 ICREA 🌐

MLPS Level 3 🇨🇳 VPAT / Section 508 🇺🇸 IT Grundschutz 🇩🇪

MTCS 🇸🇬 Data Protection Directive/GDPR 🇪🇺 MITA 3.0 (US Medicaid) 🇺🇸

PCI DSS Level 1 💳 Privacy Act [Australia] 🇦🇺 MPAA 🇺🇸

SEC Rule 17-a-4(f) 🇺🇸 Privacy Act [New Zealand] 🇳🇿 NIST 🇺🇸

SOC 1, SOC 2, SOC 3 🌐 PDPA - 2010 [Malaysia] 🇲🇾 Uptime Institute Tiers 🌐

PDPA - 2012 [Singapore] 🇸🇬 Cloud Security Principles 🇬🇧

PIPEDA [Canada] 🇨🇦

Agencia Española de Protección de Datos 🇪🇸

https://aws.amazon.com/cn/compliance/programs/

https://aws.amazon.com/cn/compliance/programs/
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Analytics
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Elasticsearch Services
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prefix function , prefix

ShadowTopicPrefix

$Amazon/things/thingName/shad
ow

$Amazon/things/thingName/shad
ow/name/shadowName

{
"state": {

"desired": {
"attribute1": "value"

},
"reported": {

"attribute1": "value"
}

},
"metadata": {

"desired": {
"attribute1": {

"timestamp": 12322312312
}

}
},
"timestamp": 12322312312,
"clientToken": "token",
"version": 111

}



ShadowTopicPrefix/delete /

ShadowTopicPrefix/delete/accepted Subscribe Device Shadow 

ShadowTopicPrefix/delete/rejected Subscribe Device Shadow 

ShadowTopicPrefix/get /

ShadowTopicPrefix/get/accepted Subscribe Device Shadow 

ShadowTopicPrefix/get/rejected Subscribe Device Shadow 

ShadowTopicPrefix/update /

ShadowTopicPrefix/update/accepted Subscribe Device Shadow 

ShadowTopicPrefix/update/rejected Subscribe Device Shadow 

ShadowTopicPrefix/update/delta Subscribe
reported” desired” Device 

Shadow 

ShadowTopicPrefix/update/documents Subscribe Amazon IoT 

MQTT -Function



device shadow state

reported
desired

get
version

Retain

Shadow



MQTT
LWT(Last Will and Testament)

,
CONNECT

Will Flag LWT
Will QoS QoS
Will Retain Retain
Will Topic
Will Message

def on_connect(client, userdata, flags, rc):
if rc == 0:

client.publish(“will_test”, payload=“client is online”, 
qos=1, retain=True)

else:
print(“connection failed ”, rc)

mqtt_client = mqtt.Client(client_id=“demo_mqtt_pub”)
mqtt_client.on_connect = on_connect
mqtt_client.will_set("will_test ", payload=“client is offline”, 
qos=1, retain=True)
mqtt_client.connect("iot-core-endpoint", 8883)
mqtt_client.loop_forever()

MQTT-LWT



LWT online/offline
IoT core /

IoT Core MQTT 
• $Amazon/events/presence/connected/clientId —
• $Amazon/events/presence/disconnected/clientId —

• SN MQTT SN clientId
• $Amazon/events/presence/connected(disconnected)/#
• DynamoDB SN /

DynamoDB

• SN MQTT SN clientId
• $Amazon/events/presence/connected(disconnected)/#
• / state

IoT Core
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